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Product Note

Welcome to the Product Note for August 2026.

The Product Note provides information about product enhancements and updates to key
initiatives that were released to production in August 2026. It also highlights product
enhancements and updates that are planned for future releases.

Product and Feature Development Stages

A product or feature goes through several stages of development during the federal fiscal year

(FY):

Table 1. Product and Feature Development Stages

Stage Definition
The product or feature is in development, which could take 90

or more days to reach the release candidate stage.

The product or feature is ready to enter the release cycle and
is approximately 30 days from entering the release pending

stage.
RELEASE PENDING The product or feature is scheduled for release to production.
The product or feature is released and in production.

Related Information

Visit the Documentation hub on the Cybersource Developer Center for these documents:

* Release Notes: include information about feature enhancements and bug fixes released
each week.

¢ Product documentation: includes implementation, developer, and user guides for
Cybersource products.

Cybersource Product Note | Product Note | 6


https://developer.cybersource.com/docs.html

Announcements

These announcements apply to August 2026.

Batch Upload Service IP Address Updates

The legacy IP address for the Cybersource Batch Upload service will be replaced by two new IP
addresses. We recommend that you use domain names instead of IP addresses.

The new addresses will take effect at these URLs and times:
Testing Environment

bat cht est . cyber source. com

July 28, 2026, at 4:00 am GMT

Production Environment:

bat ch. cyber sour ce. com

September 15, 2026, at 4:00 am GMT

Cybersource Product Note | Announcements | 7



Enhanced Webhook URL Review and Approval
Process

We have introduced an enhancement to webhook subscription processing to improve security,
compliance, and visibility for webhook-related URLs. Webhook URLs are now validated and
reviewed before they can be used. This includes both subscriptions and existing subscriptions
currently on file.

What is Changing

When a webhook subscription is created or updated, the URLs associated with that subscription
are evaluated through a validation and approval process.

Applies to:

¢ Webhook URL (required)
e OAuth URL (if applicable)
e Health Check URL (if applicable)

As part of this enhancement, clients might now see user-facing statuses:

e PENDING_REVIEW
e« BLOCKED

The existing INACTIVE status remains unchanged and continues to indicate that the
subscription is approved and ready within the current lifecycle.

Status Descriptions

Status Description

PENDING_ | One or more submitted URLs are being validated or awaiting required security
REVIEW | approval.

BLOCKED | One or more URLs were rejected or identified as unsafe or non-compliant. The
subscription cannot proceed until the URL(s) are updated.

INACTIVE | All required approvals are complete, and the subscription is ready under the
existing activation flow.
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How the New Process Works

A webhook subscription is created or updated.

Submitted URLs are checked against existing approval records.

New or unknown URLs are evaluated through automated validation.

If additional review is required, the subscription status changes to PENDING_REVIEW.
If any URL is rejected or blocked, the subscription status changes to BLOCKED.

A i

If all required URLs are approved, the subscription status changes to INACTIVE.

In cases where a subscription status is change to BLOCKED, clients are expected to perform
these tasks:

1. Review the affected endpoint(s).
2. Update the URL(s) to an acceptable endpoint.

3. Resubmit the subscription for processing.

For New Subscriptions

New webhook-related URLs may go through validation and, if necessary, security review before
the subscription can proceed.

Why We Are Making This Change

This enhancement is designed to:

Reduce security risk by preventing outbound calls to unapproved endpoints.

Improve compliance through stronger review and approval controls.

Increase transparency with clearer client-visible statuses.

Support scale through a standardized and repeatable validation process.
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Flex Microform V2 Card Expiration Date Validation

Microform v2 is being enhanced to validate expired card expiration dates client-side, before a
tokenization request is sent.

Target dates:

e CAS: 23 September 2026
e Production: 12 November 2026

Overview

Microform already validates expiration month and year format client-side. This update adds a
past-date check so expired cards are handled consistently with existing expiration validation.

What Is Changing

Expired card dates are now detected client-side before the backend request is sent.

The existing reason code CREATE_TOKEN_VALIDATION_PARAMS is returned.

The client-side error message is the same message already returned for an invalid
expiration year.

No new error code is being introduced.

Behavior Change

Area Current Updated
Validation Server-side, after backend request Client-side, before backend request
point
Reason code | CREATE_TOKEN_VALIDATION_SERVE | CREATE_TOKEN_VALIDATION_PA
RSIDE RAMS

Action Recommended

e Confirm your integration handles CREATE_TOKEN_VALIDATION_PARAMS for expiration
date validation.

e Review any custom logic that separates client-side and server-side validation responses.

e Validate in CAS the week of 23 September 2026, ahead of production the week of 12
November 2026.
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Message-Level Encryption Upcoming Mandate

An updated version of message-level encryption (MLE) will become mandatory in order for
merchants to use the APIs. Portfolio owners must enable this updated version of MLE for their
merchants by March 2027.

This required MLE update encrypts all data in your API response messages. The previous
version of MLE encrypted only request messages. If your merchants are already using custom
JSON Web Token messaging, they must also update how their system constructs JWTs.
Merchants who are using HTTP signature messaging must migrate their system to JWT
messaging.

! Warning: You risk transaction failures if you do not implement this MLE update.

Overview of MLE

MLE is a robust security protocol designed to encrypt individual messages or payloads at the
application layer. By protecting sensitive data at the message level, MLE ensures that your
information remains secure as it moves through systems and networks, providing a layer of
security beyond traditional transport encryption.

Enabling MLE requires you to create a REST API key for request messages and a REST - API
Response MLE key for response messages. If your organization is using a meta key, the portfolio
account or merchant account user who created the meta key must also create the REST - API
Response MLE key.

Update Methods

e Create or update your custom MLE integration using JWTs with P12
certificates. For more information, see the Enable Message-Level
Encryption section in the Getting Started with REST Developer Guide. For a
method using shared secret key pairs, see the HTTP Messaging Migration
to JWT Messaging section below.

e Update your REST API SDK. For more information, see the REST API related
products section in the Cybersource GitHub.
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JSON Web Token Construction Update

There are new requirements for how to construct JSON Web Tokens (JWTs) in order to send
API request messages. If you use a custom integration to construct JWTs, you must update your
system to remain compliant. This update is necessary to support the new MLE requirements.

Update Methods

e See Construct JWT Messages Using a P12 Certificate in the Getting Started
with REST Developer Guide

e See Construct JWT Messages Using a Shared Secret Key Pair in the Getting
Started with REST Developer Guide

HTTP Messaging Migration to JWT Messaging

By March 2027, all merchants using HTTP signature messaging must migrate to JWT messaging
in order to support MLE. Merchants already using HTTP signature messaging with shared secret
key pairs can now continue using their existing keys with JWT messaging.

Update Method

e See Construct JWT Messages Using a Shared Secret Key Pair in the Getting
Started with REST Developer Guide
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Network Routing Architecture Update

Cybersource endpoints will be migrated from the current routing model to a new architecture
using updated IP subnet ranges.

This enhancement is designed to improve the performance, resiliency, and reliability of
transaction delivery over the Internet. It will also enable seamless transaction routing across
multiple Visa data centers, supporting more consistent and reliable transaction processing.

Cybersource Endpoints and IP Addresses Included

Current Application and endpoints:

CAS/Test: api t est . cyber sour ce. com(current IP address: 66. 185. 182. 49)
Production: api . cyber sour ce. com(current IP address: 66. 185. 182. 149)
Potential Impact

Clients who connect to the REST API endpoints listed above using Domain Name System (DNS)
are not expecting to experience any impact. DNS records will be updated automatically to use
the new routing architecture.

Clients whose networks are configured to allowlist I[P addresses or who have hardcoded IP
addresses will likely be impacted. These clients must update their proxy or firewall settings to
include the new Visa IP address ranges.

There are no changes to TLS/SSL certificates or supported ciphers as part of this migration.
However, Cybersource continues to recommend trusting the root TLS certificates for all secure
endpoints.

Migration Timeline
CAS/Test: October 15, 2026
Production: January 31, 2027
Now Available

This technology is now available in both the test and production environments through these
domains:

CAS/Test: api t est . vi saaccept ance. com
Production: api . vi saaccept ance. com

Deploying in the CAS/Test Environment provides a safe environment to test and validate access.
Once testing is complete, you may migrate production processing anytime thereafter.

How to Adopt This Change
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To use the new routing architecture, your firewall, or your commerce platform provider's
firewall, must be configured to permit outbound traffic to the Visa cloud.

This large, dynamic IP address space represents a significant change from current access
configurations. Therefore, it is critically important to test firewall configurations and confirm
that connections are successful before migrating production traffic.

Clients who require IP address allowlists may use one of the following options.
Option 1: Add these specific subnet ranges to your allowlist:
e 108.217.128.0/ 17

e 198.241.128.0/ 17
e 66.185.176.0/ 20

Option 2: Add these generic subnet ranges to your allowlist:

e 198.241. 206. 0/ 24
e 198.241. 207. 0/ 24

SOAP Tooklit Authentication Update

Cybersource will no longer support username- and password-based authentication for
merchants who use the SOAP toolkit key. You are required to remove username- and password-
based authentication from your SOAP toolkit integration and transition to certificate-based
authentication by these dates:

e Test Environment: April 15, 2026

e Production validation test (shock test): September 30, 2026. This applies only to selected
merchants.

e Production Environment: October 7, 2026

Note: Your API requests to Cybersource will be rejected if you do not implement P12
authentication by the required dates.

See P12 Authentication Upgrade for SOAP Toolkit Key Users Migration Guide.
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Secure Acceptance Sunset

Secure Acceptance is being sunset as part of a move toward modern, web-based payment
acceptance solutions. The target date for merchants to complete migration from Secure
Acceptance is September 30, 2026. If you have already begun migrating off Secure Acceptance
and expect to complete the move by this date, disregard this message.

Unified Checkout is available as the recommended migration path. It provides a low-code
payment acceptance experience with support for expanded payment options and integrated
services.

For more details about this change and guidance on how to migrate, see this knowledge base
article: Secure Acceptance Sunset (KA-11531).

Review your migration plans and take the necessary steps to move off Secure Acceptance before
the deadline. If you need assistance, contact your Visa representative.
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Features Released in August 2026

This section provides information about product enhancements and updates to key initiatives
that were released to production in August 2026.

Webhook Notifications: Direct Delivery for Managed
Merchants

Products Included:

e Webhooks API

e Webhooks in the Business Center

Region/Country: Global

Release Date: | August 2026

Description

Managed merchants that have their own webhook subscription will now receive direct webhook
notifications when subscribed events occur.

Managing organizations with an existing subscription for the same event will continue to receive
webhook notifications for the merchant accounts they manage.

Merchant Impact

Managed merchants with their own webhook subscriptions will now receive webhook event
notifications directly. Managing organizations will continue to receive event notifications for
managed merchants when they are subscribed to the same event.

No action is required for existing webhook subscriptions.
Benefit

This update improves visibility across merchant account hierarchies by enabling managed
merchants to receive their own webhook notifications directly, while preserving existing
notification behavior for their managing organizations.
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Regional Wallet Support for eftpos on Unified
Checkout

Products Included: Unified Checkout
Region/Country: AP

Release Date: | August 2026
Internal Feature Number: 25525
Mandate: Does not apply

Description

Regional network support for digital wallets expands Unified Checkout and direct wallet
integrations to support eftpos through Apple Pay.

Merchant Impact

Merchants can accept widely used domestic card schemes through Apple Pay and Unified
Checkout without building market-specific integrations. Merchants can meet regulatory
mandates, expand wallet acceptance, and improve conversion rates in key regions where
domestic networks drive consumer preference.

Benefit

With wallet support across regional networks, Unified Checkout strengthens global adoption,
accelerates wallet usage, and ensures that merchants can serve local customers.
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Language Support Expansion in Unified Checkout

Products Included: Unified Checkout
Region/Country: AP, CEMEA, EU, LAC, NA
Release Date: | August 2026
Internal Feature Number: 201670
Mandate: Does not apply

Description

This release will expand the range of supported languages within Unified Checkout by adding
new locales so that cardholders can complete the payment flow in their preferred language:

e bd_BD
e en_KE
e es CR
e es DO
e es GT
e es PA
e es PY
e fr CD
e ky_KG
e ru_KG

e sw KE

Merchant Impact

Merchants serving customers in additional regions can present the Unified Checkout experience
in more local languages, improving accessibility and reducing language-related checkout

abandonment.

Benefit

Broadens the reach of Unified Checkout across global markets by supporting more languages,
enabling merchants to deliver a localized payment experience to a wider cardholder base.
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Payer Interface Upcoming Features

This section provides information about payer interface product enhancements and updates
that are planned for future releases.

Audit Logging for Invoicing

Products Included: Invoicing

Region/Country: Global

Expected Release Date: | Q4 FY26
Internal Feature Number: 13331

Description

The Audit Search feature of the Business Center will show audit logs for creating and modifying
invoices and their settings. To view the audit logs, go to Tools > Audit Search.

Merchant Impact

Merchants and resellers will be able to search audit logs for actions performed in a merchant's
account and determine who performed those actions. Resellers and merchants will know which
actions were performed by support staff on behalf of the merchant.
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Invoicing API Validation for Amount Consistency

Products Included: Invoicing

Region/Country: Global

Expected Release Date: RELEASE PENDING | Sentember 2026
Internal Feature Number: TBD

Mandate: Does not apply

Description

Invoicing supports a new validation mode for creating and updating invoices with line items.
The system validates and recalculates invoice amounts to confirm consistency between line-
item values, discounts, taxes, subtotals, and totals before an invoice can be saved.

If validation fails, the request returns a status code 400 and the invoice is not saved.

This enhancement helps prevent invoices from being created with mathematically inconsistent
totals and improves invoice accuracy and data quality.

Merchant Impact

Merchants must ensure all invoice amount fields are mathematically consistent when creating
or updating invoices. The system validates:

Discount amounts against discount percentages

Tax amounts against taxable values

Line-item totals against calculated values

Invoice subtotals against line-item totals

Invoice totals against calculated invoice values

The system performs these line-item checks to validate invoice amounts:

Discount percentage must be less than 100%.

Discount amount must match the specified discount percentage.

Discount amount cannot exceed the line-item value.

¢ Tax amount cannot exceed the discounted line-item value.

Line-item total must match the calculated line-item total.

The system also performs these invoice-level checks:
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Invoice subtotal must equal the sum of all active line-item totals.
Invoice discount amount must match the discount percentage.
Invoice discount amount cannot exceed the subtotal.

Invoice tax amount cannot exceed the discounted subtotal.

Invoice total must match the calculated invoice total.
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Expiration Date Based on Volume and Count for Pay
by Link

Products Included: Pay by Link

Region/Country: Global

Expected Release Date: | Q4 FY26

Internal Feature Number: 95249

Mandate: Does not apply

Description

This enhancement provides merchants with additional criteria for an expiring payment link:

e Atransaction amount limit for a customer-set price link

e Atransaction count limit for a fixed-price link

When the defined expiration amount or quantity is reached, the link expires and payers can no
longer make a payment.

Important: If a payer initiates a higher quantity or amount transaction before the limit
is reached, the defined quantity or amount expiration limit might be slightly exceeded.

Merchant Impact

When creating a customer-set price payment link: In addition to setting the expiration date,
merchants can set a transaction amount above which the payment link will expire. One or both
expiration criteria can be set. If both expiration criteria are set, whichever criterion is met first
causes the link to expire.

When creating a fixed price payment link: In addition to setting the expiration date,
merchants can set an expiration quantity above which the payment link will expire. One or both
expiration criteria can be set. If both expiration criteria are set, whichever criterion is met first
causes the link to expire.

Benefit

A merchant can automatically stop accepting payments on a link when their target amount is
reached (such as a donation target or a campaign target).

The transaction count limit can indicate the available inventory. A merchant can automatically
stop accepting payment on a link when the limit of their available inventory is reached.
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Invoicing and Pay by Link Unified Checkout
Integration

Products Included: Pay by Link and Invoicing
Region/Country: Global

Expected Release Date: | Q4 FY26
Internal Feature Number: 189468

Mandate: Does not apply

Description

Invoicing and Pay by Link leverage Unified Checkout settings for merchants to customize their
checkout experience and payment method settings.

Branding support is limited in this release. This release does not include support for card type,
billing address, shipping address, or contact details settings. Full customization support is
planned for a future release.

Merchant Impact

New Invoicing and Pay by Link merchants must enable these settings:

1. Navigate to Unified Checkout Settings > Customer Information & Payment Flow in
the Business Center.

2. Enable Payer Authentication, Fraud Detection, and Store Payment Details.

New merchants on the legacy platform have Payer Authentication, Fraud Detection, and Store
Payment Details enabled during onboarding.

Partner Impact

Partners must complete these steps for new Invoicing and Pay by Link merchants:

1. Enable these payment services in Unified Checkout:

> Payer Authentication (optional): Set to Always Run to override merchant-level
settings to enforce authentication and fraud checks on all transactions.

> Decision Manager/FME (optional): Set to Always Run to override merchant-level
settings to enforce authentication and fraud checks on all transactions.

o Tokenization

> Applicable Payment Methods
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Card type settings are managed at the processor configuration level and are not supported by
Unified Checkout.

For legacy merchants, contact customer support for help.
Benefit

Merchants can customize the appearance of their payment pages, manage the checkout
experience, and collect required information from their payers in the checkout flow.

Merchants can choose either authorization or sale (authorization and capture) for Invoicing
and Pay by Link payments. To manage these settings, go to the left navigation panel and choose
Payment Configuration > Unified Checkout. If a transaction shows as a sale instead of an
authorization, navigate to Unified Checkout Settings and set the Payment Processing setting to
Preferred Auth.
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Link to Subscribe

Products Included: Pay by Link, Unified Checkout, Recurring Billing

Region/Country: Global

Expected Release Date: | October 2026

Internal Feature Number: 31434
Mandate: Does not apply
Description

Link to Subscribe is an integration between Pay by Link and Recurring Billing that provides
merchants with a no-code or low-code way to acquire and manage subscriptions.

With this enhancement, merchants use the Pay by Link API to create subscription-enabled
payment links. Customers access the link through channels such as websites, email campaigns,
QR codes, social media, or other digital touch points and complete the enrollment process
through the hosted Unified Checkout experience. After Pay by Link processes the initial
payment, it automatically creates a subscription.

The solution supports two subscription models:

» Plan-Based Subscriptions: Merchants associate a payment link with an existing
Recurring Billing plan. Customers complete checkout and are automatically enrolled in
the predefined subscription plan.

e Customer-Set Price Subscriptions: Merchants create payment links that allow
customers to choose their payment amount. Customers can make a one-time payment
or create a recurring subscription and select options such as billing frequency and
subscription duration based on merchant-defined rules.

The solution leverages existing Unified Checkout capabilities, including supported payment
methods, digital wallets where available, strong customer authentication (SCA), 3-D Secure,
and other payment authentication requirements. After subscription creation, Recurring Billing
manages all recurring payments, retries, notifications, reporting, and subscription lifecycle
activities.

The initial release supports API-based creation of subscription-enabled payment links. A future
release introduces portal functionality for creating and managing these links through a user
interface.
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Merchant Impact

Merchants create subscription-enabled payment links through the Pay by Link API and
distribute them across customer engagement channels. The customer enrollment experience
requires only link creation and configuration. Existing Recurring Billing functionality continues
to manage recurring payment processing, reporting, customer notifications, retry logic, and
subscription lifecycle events after the initial transaction is completed.

Benefits

» Simplifies subscription acquisition by combining Pay by Link and Recurring Billing.
e Reduces implementation effort by leveraging hosted payment and checkout experiences.

e Enables merchants to launch subscription offerings without developing a custom
subscription sign-up flow.

e Supports donation and customer-selected pricing scenarios.

e Leverages existing Unified Checkout authentication and compliance capabilities.
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Support for New Payment Methods for Invoicing and
Pay by Link

Products Included: Invoicing and Pay by Link

Region/Country: Global

Expected Release Date: | Q4 FY26

Internal Feature Number: 122459

Description

To help merchants offer their clients flexible payment options and speed up checkout, Invoicing
and Pay by Link now support new payment methods and card types through Unified Checkout.

New payment methods and card types include:

e iDEAL: Netherlands

e Multibanco: Portugal

e Przelewy24: Poland

e MyBank: Belgium

e Dragon Pay: Philippines

e Bancontact: Belgium

e Tink (Pay by Bank): United Kingdom
e Jaywan: UAE

e UATP: US and Europe

e KCP: Korea

Merchant Impact

Merchants can enable these payment methods through their reseller or customer support.
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Differential Surcharging Enablement for Unified
Checkout

Products Included: Unified Checkout, Business Center
Region/Country: Global

Expected Release Date: | October 2026
Internal Feature Number: 233791, 162596

Mandate: Does not apply

Description

This release gives portfolio administrators control over differential surcharging enablement
for Unified Checkout at the portfolio and merchant levels. Portfolios configured for differential
surcharging can enable it for individual merchants via API or through the Business Center.
Merchants enabled by their portfolio can configure differential surcharging in the Business
Center, where surcharge evaluation is automatically included in checkout sessions without
requiring explicit API calls per transaction.

Merchant Impact

Portfolio administrators can enable differential surcharging for a merchant through the Business
Center or via API. When enabled via API, a validation call is made to APS to confirm the portfolio
is configured for differential surcharging before applying it to a merchant's profile. Portfolios
can also include differential surcharging in their Template API configuration for future merchant
onboarding. If the portfolio is not configured for differential surcharging, the option is greyed
out in the Business Center and the API returns a notification that differential surcharging
enablement has failed.

Merchants enabled for differential surcharging by their portfolio can turn on differential
surcharging in the Business Center. Once enabled, it is automatically included in Unified
Checkout Sessions requests without the merchant needing to specify it in each API call.
Merchants can also enable a surcharging confirmation screen in the Business Center, which
prompts cardholders to confirm the surcharge amount before completing the transaction. If a
portfolio has not enabled differential surcharging, the option does not appear in the Business
Center and merchants cannot access differential surcharging through Unified Checkout.

Benefit

Gives portfolio administrators precise control over which merchants can offer differential
surcharging, ensuring the paid product is only accessible to eligible merchants while
simplifying merchant onboarding through template support and both API and Business Center
configuration paths. For merchants, moving surcharging configuration to the merchant level
eliminates per-transaction API parameters, reducing implementation complexity and ensuring
consistent surcharge behavior across all checkout sessions.
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Multiple Token IDs as a Payment Type in Unified
Checkout

Products Included: Unified Checkout

Region/Country: AP, CEMEA, EU, LAC, NA

Expected Release Date: | September 2026
Internal Feature Number: 164447

Mandate: Does not apply

Description

This release will extend Unified Checkout to support multiple token IDs (up to five) and enable
cardholders to pay with stored credentials.

Merchant Impact

Merchants can offer customers the ability to choose from multiple stored token credentials at
checkout, supporting use cases where a card has tokens enrolled across different devices or
digital wallets.

Benefit

Provides greater flexibility for cardholders by enabling them to pay with existing stored
credentials and removes friction.
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BIN Lookup Service Enhancements in Unified
Checkout

Products Included: Unified Checkout and BIN Lookup Service
Region/Country: Global

Expected Release Date: | October 2026
Internal Feature Numbers: 231286, 235022

Mandate: Does not apply

Description

This release enables Unified Checkout to call the BIN Lookup Service (BLS) to return additional
BIN details held about the underlying payment credential and enables merchants to configure
BLS through the Business Center, allowing BLS to be included automatically in checkout
sessions without requiring explicit API calls per transaction.

When the service is called, this enhances the existing transient token response to provide
additional information in the response. Portfolio administrators control whether BLS is available
to their merchants.

These BIN details are returned when available:

BIN and account prefix length

Card brand and funding source

Card platform and card product

[ssuer name and country

Payment credential type

Merchant Impact

This service can be configured using the API or through the merchant experience screens in
the Business Center. The BIN Lookup Service is not called when the feature is not enabled and
requested.

Merchants enabled for BLS by their portfolio can turn on BLS in the Business Center. Once
enabled, BLS is automatically included in Unified Checkout Sessions requests without the
merchant needing to specify it in each API call. If a portfolio has not enabled BLS for Unified
Checkout, the option does not appear in the Business Center. Merchants can override this
behavior by explicitly excluding BLS in their Sessions API request.
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Benefit

Gives merchants visibility into the underlying card and issuer details to support additional
analysis and allow future cases to change the order amount based on the values returned.
Simplifies BLS integration by moving configuration to the merchant level rather than requiring
per-transaction API parameters, reducing implementation complexity and ensuring consistent
BIN lookup behavior across all checkout sessions.
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Amend the Total Amount in a Transient Token

Products Included: Unified Checkout

Region/Country: Global

Expected Release Date: | October 2026

Internal Feature Number: 231287
Mandate: Does not apply
Description

This release will introduce the ability for merchants to inspect the transient token response and
amend the orderAmount that was provided in the Sessions API request before passing it to

the Complete APIL. Merchants can use this capability to apply BIN-based pricing, promotional
discounts, mixed payment adjustments, and shipping charges before the final completion step.

Merchant Impact

Merchants can use this capability for use cases such as:

e Local scheme interchange: Inspect BIN details to identify locally issued cards and
adjust the transaction amount to reflect applicable domestic pricing or discounts before
completion.

¢ BIN-based promotions: Inspect BIN details and apply card-specific promotional
discounts to the transaction amount before completion.

¢ Mixed payments: Allow cardholders to redeem a gift card or other partial payment
method and then pay the remaining balance through Unified Checkout by adjusting the
total amount accordingly.

e Shipping surcharges: Inspect the shipping address in the transient token and apply
additional charges for out-of-region delivery before the transaction completes.

Benefit

Enables merchants to make data-driven adjustments to the transaction order amount from what
was initially provided in the Sessions request prior to calling the Complete API.
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Click to Pay Terms and Conditions Compliance for
Unified Checkout

Products Included: Unified Checkout and Click to Pay Drop-In Ul
Region/Country: AP

Expected Release Date: | September 2026
Internal Feature Number: 231802

Mandate: AP privacy law compliance

Description

This release will enhance the Click to Pay enrollment flow in Unified Checkout and Click to Pay
Drop-In UI to meet AP privacy law requirements. Two mandatory, separate consent checkboxes
are displayed at enrollment using AP Legal-approved wording. Cardholders must check both
boxes before the enrollment API is called.

The two checkboxes are:

e Terms of Service: Agreement to Visa Terms of Service, with a link to Visa terms.

e Privacy and Data Processing Consent: Explicit consent for Visa to process personal
information in accordance with the Visa Privacy Notice, including cross-border data
transfer language, with a link to the Visa Privacy Notice.

Merchant Impact

Merchants operating in AP markets must ensure their Unified Checkout or Drop-in Ul
integration supports the updated enrollment consent flow. The consent language is presented in
the locale passed in the Sessions request. South Korea requires a full disclosure table instead of
standard checkbox text.

Supported locales:

e bn_BD
e en_AU
e zh TW
e en_SG
e zh_SG
e t|_PH
e zh MO

th_TH
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e en_NZ
e en_ LK
e si LK
e ta LK
e km KH
e vi VN
e zh CN

ja_JP
Market-specific display rules:

e Malaysia (en_My, ns_Myv): Consent displayed in English and Bahasa Melayu together, with
a toggle. English is the default for en_My; Bahasa Melayu is the default for nms_My.

e Hong Kong (en_HK, zh_HK): Consent displayed in English and Traditional Chinese
together, with a toggle. English is the default for en_HK; Traditional Chinese is the default
for zh HK.

e South Korea (ko_KR): Full disclosure table displayed as defined in the KR-specific legal
document, with a pop-out pattern for the underlying terms and conditions.

Benefit

Brings Click to Pay enrollment into compliance with AP privacy regulations, establishing the
legal basis for data collection and processing in AP jurisdictions and protecting merchants from
regulatory risk in these markets.
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Cardholder Name Field Validation in Unified
Checkout

Products Included: Unified Checkout

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 234331

Mandate: Does not apply

Description

This release will add front-end validation to cardholder first name and last name fields in
Unified Checkout to prevent clearly invalid inputs from being submitted for processing. Invalid
name data, such as numeric-only values, can pass through authorization but cause settlement
failures, creating reconciliation complexity for merchants and acquirers. Validation is applied
before the transaction is submitted, with no changes required to existing merchant integrations.

Merchant Impact

Validation is limited to clearly invalid patterns. Issuer-level name matching, scheme-specific
naming rules, locale-specific linguistic rules, and fraud scoring are out of scope. Merchants do
not need to update their API integration — validation is handled entirely within the Unified
Checkout UL

Benefit

Reduces settlement failures caused by invalid cardholder name data captured at checkout,
lowering merchant support volume and reconciliation complexity while improving transaction
approval and completion rates.
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Unified Checkout Browser Response Enhancement

Products Included: Unified Checkout

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 234333

Mandate: Does not apply

Description

This release will add explicit payment execution type information to the Unified Checkout
browser response, indicating whether a transaction was processed as an authorization only or
as a sale. When merchants use flexible execution modes such as prefer_auth, Unified Checkout
currently determines the execution path based on the selected payment method.

Merchant Impact

The Unified Checkout browser response includes an explicit field indicating the payment
execution type for all Unified Checkout transactions, including those where the merchant
specified authorization only, sale, or prefer_auth. Merchants can use this field to
deterministically apply the correct fulfilment or post-payment logic based on the actual
execution outcome, without needing to infer behavior from other response fields.

No changes are made to existing execution decision logic, payment method behavior, or
settlement systems. Existing merchant integrations remain fully compatible.

Benefit

Eliminates ambiguity in post-payment workflows when Unified Checkout determines the
execution path, reducing support escalations and reconciliation effort while enabling merchants
to apply correct fulfilment logic based on the actual payment outcome.
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Click to Pay Authentication Configuration

Products Included: Unified Checkout, Click to Pay Drop-In Ul, and Unified Click to Pay

Region/Country: Global

Expected Release Dates:

e September 2026 (235694, 235695)
e October 2026 (235685)

Internal Feature Numbers: 235685, 235694, 235695
Mandate: Does not apply
Description

This release introduces merchant controls for Click to Pay authentication across two surfaces:
the Business Center and the Sessions API. Merchants can enable or disable Click to Pay
authentication and configure scheme-specific values directly in the Business Center without
requiring a back-end override from the technology team. At the transaction level, merchants can
suppress Click to Pay authentication entirely or override acquirer credentials in the Sessions
API, enabling per-transaction alignment with their own routing and exemption strategies.

Merchant Impact

Merchants can access a new Click to Pay authentication section in the Business Center that
includes:

* An enable/disable toggle for Click to Pay authentication.

e Separate Visa and Mastercard authentication value configuration, with the option to use a
shared value or scheme-specific values.

e Inline validation and guidance to support accurate configuration.

Merchants who previously required a technology team intervention to disable or modify Click to
Pay authentication can now make these changes independently through the Business Center.

Merchants can suppress Click to Pay authentication for a specific transaction by including this
parameter in their Sessions API request:

"paynent Confi gurations": {
" CLI CKTOPAY": {
"aut henti cation": {
"suppress": true
}
}
}
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When suppress is set to t r ue, Click to Pay authentication is skipped for that transaction
regardless of the Business Center configuration. When set to f al se or omitted, the Business
Center authentication settings apply. Suppression applies only to Click to Pay authentication and
does not affect consumerAuthentication settings in the complete mandate.

Merchants can also override Click to Pay authentication values, including acquirer BIN and
acquirer ID, on a per-transaction basis when routing through an acquirer different from the one
configured in the Business Center:

"paynent Confi gurations": {
" CLI CKTOPAY": {
"aut henti cation": {
"schemes": {
"visa": {
"acquirerBI N': "123456",
“acquirerld": "VI SA_ MERCHANT 001"
}
"mastercard": {
"acquirerBIN': "654321",
“acquirerld": "MC MERCHANT 002"

Values provided in the Sessions API request override the corresponding values stored

in the Business Center for that transaction. Separate Visa and Mastercard values can be
provided independently. Overrides apply to Click to Pay authentication only and do not affect
consumerAuthentication settings in the complete mandate.

Benefit

Reduces merchant onboarding friction and dependency on internal technology teams for
Click to Pay authentication changes. Merchants operating across multiple acquirers can

apply the correct acquirer credentials per transaction without maintaining separate Business
Center configurations, and can align Click to Pay behavior with their own risk engine and
exemption strategies on a per-transaction basis, reducing unnecessary authentication friction
and improving checkout conversion.
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Payment Processing Upcoming Features

This section provides information about payment processing product enhancements and
updates that are planned for future releases.

Account Name Inquiry for FDC Nashville Global

Products Included: Authorizations, zero-amount authorizations for account verification,
account funding transactions (AFTs), and original credit transactions (OCTs)

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 28438

Mandate: Does not apply

Description

Account name inquiry (ANI) verifies that the cardholder's name matches the name on their
issuer bank account. Merchants must request ANI during a zero-amount authorization before
payment authorizations or full financial transactions, including account funding transactions
(AFTs) and original credit transactions (OCTs). Merchants can initiate an ANI during customer
account setup, periodically, or on demand, and use the match results to decide whether to
proceed, retry, or flag for fraud checks. Pre-transaction ANI verification reduces fraud risk,
especially in AFT and OCT transactions.

ANI is automatically enabled for the merchant's account and available for Mastercard and Visa
cards.

Merchant Impact

Merchants can request the service by sending these fields with the cardholder's name on the
zero-amount authorization request:

e REST API: processinglnformation.cardVerification.checkAN], set to Y.

e Simple Order API: businessRules_checkANI, set to .

Merchants can specify the name match results (full, partial, or no match) to tell the system to
decline the transaction.
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Benefit

ANI helps merchants decide whether to proceed, retry, or flag the account for a fraud review.
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Age and Birthdate Validation

Products Included: Payment Processing

Region/Country: Global

Expected Release Date: | October 2026

Internal Feature Number: 36384

Mandate: Visa Business Enhancements (BER) Article 4.1 - Changes to Introduce New Age
Validate Service and Birthdate Validate

Description

Cybersource is implementing support for Visa's Age Validate and Birthdate Validate services.
These services enable merchants and originators to submit an age verification request

(for example, verifying that a cardholder is over a specified age) or a birthdate verification
request through existing payment message flows and API channels. Visa returns a verification
result without exposing the cardholder's date of birth to the merchant. The services can

be supported through Visa ISO and API channels and allow issuers to either perform the
verification themselves or have Visa perform the verification on their behalf using issuer-
provided cardholder data.

Merchant Impact

Merchants that sell age-restricted goods or services can use these verification capabilities
to validate cardholder age or date of birth as part of their transaction workflow. Depending
on the integration method, merchants might receive a simple verification result that can be
used to approve, decline, or apply additional verification steps. Existing integrations that
already support account verification or similar verification services might require minimal
implementation effort because the same messaging structures and payment rails are used.

Benefits

This enhancement provides a standardized, network-based method for validating age and
date-of-birth information during payment-related interactions. It helps merchants support
age-restricted products and services, reduce fraud and misuse associated with age-sensitive
transactions, and improve customer trust by leveraging issuer-verified identity attributes.
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Alternative Payment Methods: New Methods
Available

Products Included: Alternative Payments

Region/Country: AP, CEMEA, EU, LAC, NA

Expected Release Date: | September 2026
Internal Feature Number: 26268

Mandate: Does not apply

Description

New local payment methods will be available through Cybersource.
Merchant Impact

Merchants will be enabled to accept customer payments in new markets using these additional
payment methods. Existing merchants who already use the Cybersource APIs do not have to set
up a new integration.

Benefit

The new payment methods expand merchant reach across new markets, increasing global
payment acceptance.
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Automatic Reversal for Soft Declines

Products Included: Payment Processing

Region/Country: AP, CEMEA, EU, LAC, NA

Expected Release Date: | September 2026
Internal Feature Number: 33834

Mandate: Does not apply

Description

This feature introduces automatic reversal processing for soft-declined authorization requests,
enabling the platform to initiate reversals without requiring manual merchant intervention
when an authorization receives a soft decline response from the issuer.

Merchant Impact

Merchants benefit from the reduced manual reconciliation effort associated with soft declines,
as the platform automatically handles the reversal process and frees authorized funds without
requiring merchant-initiated reversal API calls.

Benefit

Improves operational efficiency and reduces cardholder confusion by ensuring that holds placed
on soft-declined transactions are released promptly and automatically, improving the overall
payment experience.

Cybersource Product Note | Payment Processing Upcoming Features | 43



Digital Wallets for Prosa

Products Included: Apple Pay and Google Pay

Region/Country: Mexico

Expected Release Date: | September 2026 (Postponed from July 2026)
Internal Feature Number: 215292

Mandate: Does not apply.

Description

This feature adds full support for digital wallet transactions on Prosa, including Apple Pay
and Google Pay, for authorization and follow-on transactions. The enhancement implements
network token processing to correctly transmit network token cryptograms for Visa and
Mastercard transactions.

Merchant Impact

Merchants can enable Apple Pay and Google Pay on Prosa and process digital wallet transactions
for both Visa and Mastercard with improved acceptance. For Mastercard PAN-only Google

Pay transactions, payer authentication might return an unavai | abl e status, however, the
authorization might still be approved, and no merchant action is required. This enhancement
enables consistent digital wallet processing and resolves ongoing issues with the service.

Benefits

Enables reliable processing of Apple Pay and Google Pay transactions on Prosa.

Improves authorization success rates for Visa and Mastercard digital wallet transactions.

e Ensures correct transport of network token cryptograms across all applicable transaction
types.

Removes uncertainty around digital wallet support on the Prosa gateway.
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Mastercard Transaction Link Identifier

Products Included: Payment Processing

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 3003177

Mandate: AN 7102 Mastercard Transaction Link Identifier (TLID)
Description

The Mastercard Transaction Link Identifier (TLID) is a unique transaction identifier generated
by Mastercard. The advanced design of TLID improves the current identifiers and helps ensure
a consistent transaction identification methodology between the Mastercard network and its
customers. It also provides a means to track a transaction across multiple stages over time.

Merchant Impact

Merchants will see the TLID returned in all authorization, authorization reversal, and credit
authorization responses in these fields:

o REST: processorInformation.transactionLinkldentifier

e Simple Order: paymentNetworkTransactionLinkldentifier
These TLID fields that were released for Visa Platform Connect will be deprecated:

REST: issuerInformation.transactionlnformation

REST: processorInformation.lifecycleTransactionld

Simple Order: paymentNetworkTransactionLinkldentifier

Simple Order: lifecycle_transactionld

Benefits

¢ Globally unique transaction identification.

e Consistency and alignment across all acceptance brands and message specifications,
regardless of the Mastercard platform on which they originated.

e Matching and linking all messages across the entire lifecycle of a transaction.
e Improved ability to detect unauthorized or fraudulent activity.

e Improved quality and simplification of operational research processes.
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Merchant-Initiated Partial Authorization Reversals for
GSAPv3

Products Included: Payment Processing
Region/Country: Global

Expected Release Date: | Delayed
Internal Feature Numbers: 33557 & 209051
Mandate: Does not apply

Description

This feature implements merchant-initiated partial authorization reversals on the Global
Settlement and Authorization Processing version 3 (GSAPv3) processor connection. This
enables merchants to release a portion of an authorized amount when the final transaction
amount is less than the original authorization.

Merchant Impact

Merchants can initiate partial reversals for orders where the charged amount is lower than the
authorized amount, reducing unnecessary holds on customer accounts and improving the post-
purchase experience.

Benefits

Releases unused funds quickly

Improves the customer experience

Reduces disputes

Helps meet card network compliance rules
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Money Movement: Enable Scheme-Agnostic Payouts
with Mastercard Send in CEMEA

Products Included: Payment Processing

Region/Country: CEMEA

Expected Release Date: | September 2026
Internal Feature Number: 27890

Mandate: Does not apply

Description

This release builds a direct connection to Mastercard Send to enable Account Funding
Transaction (AFT) and Original Credit Transaction (OCT) payout processing in CEMEA through
the platform's payout infrastructure and provides a single integration point for scheme-agnostic
payouts.

Merchant Impact

Merchants in CEMEA can send payouts across both Visa and Mastercard networks from a single
integration. This eliminates the need for separate network-specific payout implementations.

Benefit

Enables the platform to process Mastercard Send transactions in CEMEA. Expands reach and
reduces integration complexity for merchants operating across multiple card schemes.
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Money Movement: Enable OCT, AFT, and Visa Direct
Payouts on the Visa Acceptance Platform

Products Included: Payment Processing

Region/Country: AP, CEMEA, EU, LAC, NA

Expected Release Date: | September 2026
Internal Feature Number: 27891

Mandate: Does not apply

Description

This release fully enables Payouts (OCT, AFT, and Visa Direct) on the Visa Acceptance Platform
globally, making Visa Direct Payouts generally available.

Merchant Impact

Merchants using the Visa Acceptance Platform gain access to the full suite of payout capabilities
without requiring a separate integration.

Benefit

Consolidates payout functionality on the platform, reduces reliance on legacy gateways, and
enables merchants to manage all payment and payout flows from a single integration point.
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Money Movement: Enhance Payouts Value-Added
Features to Support Foreign Exchange Rates

Products Included: Payment Processing

Region/Country: AP, CEMEA, EU, LAC, NA

Expected Release Date: | September 2026
Internal Feature Number: 33412

Mandate: Does not apply

Description

This release enhances the Payouts platform with foreign exchange (FX) rate capabilities.
Merchants can initiate cross-currency payout transactions with real-time FX rate visibility and
currency conversion support through a single integration point.

Merchant Impact

Merchants who send cross-border payouts can access FX rate information directly within the
payout flow. This reduces the need for separate currency conversion services and simplifies
reconciliation of international disbursements.

Benefit

Expands the value-added capabilities of the Payouts platform by supporting multi-currency
disbursements with integrated FX rates. Allows merchants to offer competitive cross-border
payout experiences from a single platform.

Cybersource Product Note | Payment Processing Upcoming Features | 49



Money Movement: Enhance Payouts Value Added
Features to Support the Unified Query API

Products Included: Payment Processing

Region/Country: AP, CEMEA, EU, LAC, NA

Expected Release Date: | September 2026
Internal Feature Number: 33413

Mandate: Does not apply

Description

This release introduces a Unified Query API for the Payouts platform, which provides merchants
with a single endpoint to query payout transaction status, history, and details across all
supported payout types and networks.

Merchant Impact

Merchants can retrieve payout transaction information through a single, consistent API rather
than maintaining separate queries per payout type or network. This enhancement streamlines
reconciliation and operations workflows.

Benefit

Reduces integration complexity and operational overhead by consolidating payout query
capabilities into a unified interface. Improves merchant visibility into disbursement status
across the full payout ecosystem.
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Network Tokens for Card-on-File for Prosa

Products Included: Payments Processing
Region/Country: Mexico

Expected Release Date: Delayed
Internal Feature Number: 226102
Mandate: Does not apply.

Description

This feature extends network token support for Card-on-File (COF) transactions by leveraging
the existing merchant-initiated card-on-file (MITCOF) framework. Card-on-file transactions will
be processed consistently for both PANs and network tokens and automatically populate the
required network-specific token data when a network token is used.

Merchant Impact

Merchants using card-on-file transactions will be able to process network token credentials
using the same MITCOF framework as PAN-based cards, without changing existing integration
behavior. No merchant action is required.

Benefits

Enables full COF support for network tokens on Prosa.

Ensures consistent MIT and COF processing regardless of credential type (PAN or
network token).

e Improves authorization reliability for recurring and merchant-initiated transactions.

Aligns Prosa processing with network token standards for Visa and Mastercard.
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Purchase Return Authorization for Elavon

Products Included: Credit Authorization

Region/Country: Europe

Expected Release Date: | September 2026
Internal Feature Number: 207385

Mandate: Does not apply.

Description

This feature introduces purchase return authorization (PRA) support for the Elavon acquiring
connection. It enables merchants to submit authorization requests for refund transactions prior
to settlement. This aligns Elavon traffic with scheme expectations for improved transaction
transparency and control over return flows.

Merchant Impact

No integration changes required for most merchants.

Refund transactions will now be authorized online.

Credit authorization responses will include additional data elements in API response
fields, enabling merchants to consume real-time outcomes and improve downstream
handling.
Additional data is returned in these fields:
> Credit Authorization Code
= Simple Order: ccCreditReply_authorizationCode

= REST: processorInformation.approvalCode

> Credit Authorization Response
= Simple Order: ccCreditReply_processorResponse
= REST: processorInformation.responseCode
> Network Transaction ID
= Simple Order: ccCreditReply_paymentNetworkTransactionID

= REST: processorInformation.networkTransactionld
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Benefits

Ensures compliance with evolving scheme guidance on refund processing.

Improves approval rates for legitimate refund transactions.

Reduces risk of post-settlement rejections and reconciliation issues.

Standardizes credit processing behavior across EU acquiring partners.
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Purchase Return Authorization for HSBC

Products Included: Credit Authorization

Region/Country: Europe

Expected Release Date: | September 2026
Internal Feature Number: 207385

Mandate: Does not apply.

Description

This feature introduces purchase return authorization (PRA) support for the HSBC acquiring
connection. It enables merchants to submit authorization requests for refund transactions
prior to settlement. This aligns HSBC traffic with scheme expectations for improved transaction
transparency and control over return flows.

Merchant Impact

No integration changes required for most merchants.

Refund transactions will now be authorized online.

Credit authorization responses will include additional data elements in API response
fields, enabling merchants to consume real-time outcomes and improve downstream
handling.
Additional data is returned in these fields:
> Credit Authorization Code
= Simple Order: ccCreditReply_authorizationCode

= REST: processorInformation.approvalCode

> Credit Authorization Response
= Simple Order: ccCreditReply_processorResponse
= REST: processorInformation.responseCode
> Network Transaction ID
= Simple Order: ccCreditReply_paymentNetworkTransactionID

= REST: processorInformation.networkTransactionld
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Benefits

e Improves authorization visibility and control for refund transactions.
e Reduces downstream declines and settlement mismatches.
 Aligns with broader Visa and Mastercard direction on return authorization frameworks.

e Enables consistent handling of credits across EU gateway connections.
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Recurring Billing Payment Date

Products Included: Recurring Billing

Region/Country: Global

Expected Release Date: Postponed

Internal Feature Number: 25444

Mandate: Does not apply

Description

This feature enables merchants to edit the payment date of a Recurring Billing subscription.

Merchant Impact

e Merchants can change the next billing date for an existing subscription with a status
of Active, Delinquent, or Suspended by using the Edit Subscription page. This change
updates the next billing date only and does not affect the subscription start date.

e When the billing date is changed, the next scheduled payment is automatically canceled
and marked as canceled in the payment history. If the new billing date falls in the middle
of a billing cycle, the next payment is prorated to charge only for the remaining days in
that cycle. For example, if the original billing date is March 1 and the new billing date is
the 15th, the next payment is prorated to cover April 1 through April 14.

e For installment subscriptions, the subscription end date is adjusted to keep the total
number of payments the same and ensure the total charged amount does not increase or
decrease. After the billing date is changed, merchants must send a new notification to the
customer to inform them of the update.

Benefit

This update will give the merchant's customers more payment flexibility, preventing payment
defaults.
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Relax Cardholder Information Requirements

Products Included: Payment Processing

Region/Country: AP, CEMEA, EU, LAC, NA

Expected Release Date: | September 2026
Internal Feature Number: 36091

Mandate: Does not apply

Description

This feature relaxes mandatory cardholder information field requirements for certain
transaction types, reducing the data elements merchants must supply when submitting payment
requests and aligning field requirements with updated scheme and processing guidelines.

Merchant Impact

Merchants no longer need to supply certain cardholder data fields that were previously
required, reducing integration complexity and the potential for unnecessary declines caused by
missing optional data.

Benefit

Lowers the barrier to successful payment submission by removing non-essential mandatory
field constraints, improving authorization rates and simplifying the merchant integration
experience.
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RuPay Domestic Scheme for Card-Present
Transactions in India

Products Included: Payment Processing

Region/Country: AP

Expected Release Date: | September 2026
Internal Feature Number: 28139

Mandate: NPCI regulatory mandate

Description

This feature enables RuPay domestic scheme transaction processing in India for card-present
use cases, delivering a compliant EMV 3-D Secure 2.0 solution using the National Payments
Corporation of India (NPCI) directory server according to the regulator's mandate for acquirers.

Merchant Impact

Merchants processing RuPay transactions in India must transition to the new NPCI-compliant
EMV 3-D Secure framework. This feature ensures merchants meet the regulatory deadline
without disruption to transaction processing.

Benefit

Ensures regulatory compliance with NPCI's mandate, enables acquirers to continue processing
RuPay transactions post-mandate, and aligns with international EMVCo specifications for
improved interoperability.
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Platform Upcoming Features

This section provides information about platform product enhancements and updates that are
planned for future releases.

Branding Al Studio

Products Included: Branding Al Studio
Region/Country: All

Expected Release Date: Delayed
Internal Feature Number: 28523
Mandate: Does not apply.

Description

The Branding Al Studio is a tool in the Business Center that enables Cybersource partners
to customize the visual appearance of their partner portal. It enables partners to upload a
screenshot image of their business website, which it then analyzes and generates a portfolio
theme. Partners can then review and edit the theme before saving it.

Benefit
Creating a branded portal aligns a partner's merchant-facing experience with their brand.

It also enables partners to:

Create custom branding themes to meet their organizational needs.

Obtain branded or co-branded URLs, custom branded login screens, and branded emails.

Assign portfolio administrators who can manage their branding settings.

Reduce the development costs of creating a custom website.

Merchant Impact

Merchants can access the partner's customized portal using a branded URL.
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Visa Dialect Font for Partner Branding Settings

Products Included: Branding settings in Branding Al Studio

Region/Country: Global

Expected Release Date: | September 2026

Internal Feature Number: PGMGMT-614

Mandate: Does not apply.

Description

The Visa Dialect font option is now available as a branding setting for all partners.
Merchant Impact

Partners can choose to apply the Visa Dialect font option in the Branding AI Studio settings. It
does not affect partners who use customized branding settings.

Benefit

This new font option aligns partner portals with the Visa brand identity for Visa Acceptance
Solutions partners who use the default branding settings.
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OAuth 2.0 New Setup Methods

Products Included: OAuth 2.0

Region/Country: AP, CEMEA, EU, LAC, NA

Expected Release Date: | September 2026
Internal Feature Number: 25654

Description

Cybersource offers OAuth 2.0 to organizations who are contracted as an acquirer, merchant, or
technology partner. OAuth 2.0 is a token-based method for securely exchanging information
between your organization and another to act on behalf of the organization, access their data, or
consent to other organizations accessing your systems.

Acquirer Impact
Acquirers can set up OAuth 2.0 to access merchant data from merchants in their portfolio.
Merchant Impact

Merchants can set up OAuth 2.0 in their payment systems for one of these purposes:

e Enable technology partners to act on behalf of the merchant to process payments or
other API related tasks.

e Enable their managing acquirer to access merchant data.
Technology Partner Impact

Technology partners can add OAuth 2.0 into their integration solution. This enables merchants
to register and allow the solution to act on their behallf.

Benefit

Allowing all three organization types with the ability to set up OAuth 2.0 through Cybersource
enables all organizations to self-set up without relying on outside parties to enable OAuth 2.0.
Previously, Cybersource offered OAuth 2.0 only to technology partners.
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SFTP Available for Reports

Products Included: Reporting

Region/Country: Global

Expected Release Date: | September 2026

Internal Feature Number: 28504
Mandate: Does not apply
Description

In addition to the existing Business Center downloads and Reporting APIs, merchants will

have the option to receive their reports through SSH File Transfer Protocol (SFTP). After

SFTP is configured at the organization level (host, port, and SSH key), generated reports are
automatically pushed to the merchant's SFTP endpoint, enabling seamless integration with their
internal pipelines without manual retrieval.

Merchant Impact

This new delivery channel will be available for report subscriptions. It can be configured

one time at the organization level (portfolio) and applied across all eligible subscriptions.
Existing Business Center and Reporting API download workflows will remain fully available
and unchanged. SFTP delivery will be enabled only for participating pilot merchants. Merchants
interested in this feature should contact their account representative.

Benefits

This enhancement will provide these benefits:

» Reduces manual effort and operational overhead by automating report delivery to a
merchant's internal systems.

e Improves reliability through built-in retry logic and monitoring.

e Provides enterprise-grade security through SSH key authentication and isolated
directories.

e Provides access to large-scale, file-based reporting workflows commonly used by finance
and operations teams.
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Risk Management Upcoming Features

This section provides information about risk management product enhancements and updates
that are planned for future releases.

New Declined Payment Status for Fraud
Management Essentials

Products Included: Fraud Management Essentials
Region/Country: Global

Expected Release Date: | Q1 FY27

Internal Feature Number: 17231
Mandate: Does not apply
Description

For all transactions that are screened by Fraud Management Essentials (FME), a new declined
status will be generated for any transaction that invokes a decline or error response from the
card issuer. These transactions are not currently included in FME. This status will be final and
will not be subsequently editable. The introduction of this new status will allow:

e Issuer-declined transactions to appear in FME Order Search query results and Order
Details.

 [ssuer-declined transactions to be subject to marking tool functionality.

e [ssuer-declined transactions to be included in total transaction volume across relevant
FME reports and reporting capabilities.

Merchant Impact

By identifying issuer declines and errors, merchants will be able to track issuer decline rates and
detect changes that can adversely impact their payments.
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Restrict List Sharing Control in Decision Manager

Products Included: Decision Manager

Region/Country: Global

Expected Release Date: | Q2 FY27
Internal Feature Number: 188520

Mandate: Does not apply

Description

Restrict List Sharing is a new optional privacy control for organizations using Decision

Manager Hierarchy (DMH). Currently, all positive, negative, and review lists within a DMH

family are automatically shared across member organizations. With this enhancement, each
organization chooses whether to share its lists or keep them private, supporting regional privacy
requirements such as those in Europe while maintaining the benefits of DMH. This feature is in
final testing.

Merchant Impact

This optional feature enables DMH merchants to choose with whom they share their lists.
They may choose to keep it private or to share it with their parent organization (merchant
organization or portfolio organization).

Benefit

Organizations gain control over list sharing to meet privacy requirements while maintaining the
collaborative fraud prevention benefits of Decision Manager Hierarchy.
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New Declined Status for Decision Manager

Products Included: Decision Manager

Region/Country: Global

Expected Release Date: | Q1 FY27

Internal Feature Number: 17233
Mandate: Does not apply
Description

A new declined status will be available in Decision Manager. This status applies to all
transactions in which any service running between pre-authorization and post-authorization
results in a decline or error, including authorization declines. This status is final and cannot be
subsequently updated.

Key features of the declined status:

o Case search visibility: Transactions with the new declined status appear in case search
query results.

e Marking tool functionality: These transactions are subject to the marking tool
functionality.

e Reportinclusion: The status is counted toward the total number of transactions in
reports and included in applicable reports.

Merchant Impact

Transactions with the new declined status:

e Appear in case search query results

Appear in Similar Search search results with declined status

Are eligible for marking tool functionality

Are counted toward total transaction volume in reporting

Are included in all relevant reports
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Benefits

» Improved Visibility: Previously, transactions affected by declines such as authorization
declines were not visible in case search, although they could be viewed in Transaction
Details as billable transactions without risk-related data (for example, score, info codes).
This provides more transparency around Decision Manager's processing of these
transactions.

e Enhanced Marking Ability: With the new status, merchants can mark these types of
transactions as suspect.

e Better Fraud Detection: An unusually high number of declined transactions is more
noticeable, enabling quicker investigation and resolution.
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Decision Manager Accuracy Improvements through
Standard API Fields

Products Included: Decision Manager
Region/Country: Global
Expected Release Date: | September 2026

Internal Feature Number: 32281
Mandate: Does not apply
Description

This feature extends the Decision Manager (DM) API to support more standard request fields,
reducing the reliance on custom fields. The new fields are available across Decision Manager
capabilities, including custom rules, velocity, lists, case management, and reporting.

Merchant Impact

The new standard API fields are optional. If a merchant chooses to use the new fields, they can
send some or all data in them by updating their integration accordingly.

If a merchant migrates from using a merchant-defined data (MDD) field to a new API field, they
should update any associated rules, velocities, cases, lists, or reports to help ensure their fraud
strategy continues to operate as intended.

Existing MDD fields continue to be supported. This enhancement is fully backward compatible
and requires no changes. Merchants may continue using their current integration.

Benefits

This enhancement improves fraud detection accuracy by standardizing data inputs. It also
enhances model scoring accuracy by enabling these fields to be consumed by the risk model.
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Decision Manager Support for Single Message
System Transactions

Products Included: Decision Manager, Fraud Management Essentials
Region/Country: CEMEA
Expected Release Date: | September 2026

Internal Feature Number: 30998
Mandate: Does not apply
Description

This feature extends Decision Manager to support single message system (SMS) gateways,

such as China UnionPay and eftpos, where authorization and settlement occur in a single
online transaction. Decision Manager can now trigger the appropriate cancellation action—a
purchase void or a refund—when a transaction receives a reject decision, instead of attempting
an authorization reversal that a single message gateway does not support.

Important: This feature is enabled on an individual merchant basis. Contact your
account representative to confirm enablement and activation timing for your account.

Merchant Impact

Merchants using single message gateways no longer experience declined cancellation attempts
when Decision Manager rejects a transaction. The platform automatically applies a purchase
void or a refund based on the gateway's settlement cutoff, so the merchant does not need to
intervene manually.

Benefit

Extends fraud review and rejection handling to single message gateways, reducing manual
reconciliation effort and financial risk for merchants processing through gateways such as China
UnionPay and eftpos.
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3-D Secure Data-Only for TSYS Acquiring Solutions

Products Included: Payment Processing
Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Numbers: 161346 & 28040

Mandate: Does not apply

Description

The 3-D Secure Data-Only transactions for TSYS Acquiring Solutions feature enables the
submission of 3-D Secure authentication data for informational and risk assessment purposes
without triggering an authentication challenge. This capability is delivered with a feature toggle
that is disabled by default.

Merchant Impact

There is no immediate impact on merchants, as the feature is released with the feature toggle
turned off. Merchants will be notified before the feature is activated. No action is required at this
time.

Benefits

e Enables submission of 3-D Secure data for risk scoring and downstream analysis
e Supports alignment with TSYS Acquiring Solutions processing capabilities

e Provides flexibility to enable 3-D Secure Data-Only processing when appropriate
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Visa Protect Risk Insights (VPRI)

Products Included: Visa Protect Risk Insights

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 32281

Mandate: Does not apply

Description

Visa Protect Risk Insights (VPRI) is an API-only solution that delivers a transaction risk score
and actionable insights. Built on Visa’s global data and Al, VPRI provides enhanced visibility
into customer behavior and transaction risk, enabling clients to strengthen and enrich their
existing fraud management solutions and Al models rather than replace them. VPRI is a
network-agnostic, Al-powered risk solution that applies across industries and use cases beyond
payments.

Client Impact

Clients integrate VPRI as an additional layer of visibility within existing fraud management
systems or Al models, enriching risk evaluation without disruption.

Benefits

VPRI provides these benefits:

 Brings Visa’s global visibility into each transaction, enabling more confident decisions.

e Adds depth to existing fraud management systems and Al models, improving accuracy of
decisions.

 Increases approval of legitimate transactions, capturing revenue that would otherwise be
lost.
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Technical Partner Upcoming Features

This section provides information about technical partner product enhancements and updates
that are planned for future releases.

Adobe Commerce REST: Adobe Commerce 2.4.9
Compatibility Update

Products Included: Adobe Commerce REST

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 195505

Mandate: Does not apply

Description

This release will add support for Adobe Commerce 2.4.9 and maintain compatibility with
supported patch releases for Adobe Commerce 2.4.5, 2.4.6, 2.4.7, and 2.4.8.

The integration will be validated against Adobe Commerce 2.4.9 APIs and checkout workflows
and includes updates to version detection logic to recognize supported platform versions.
Support for Adobe Commerce 2.4.4 will be removed in accordance with Adobe's end-of-life

policy.
A new Partner Solution ID (PSID) will be assigned for this release.

Merchant Impact

e Merchants upgrading to Adobe Commerce 2.4.9 can continue using the integration
without additional configuration.

e Merchants using supported 2.4.5-2.4.8 patch releases will continue to receive full
functionality.

e Merchants running Adobe Commerce 2.4.4 must upgrade to a supported version to
maintain compatibility and support.

e No user interface changes are included in this release.

Cybersource Product Note | Technical Partner Upcoming Features | 71



Benefits

This enhancement provides these benefits:

e Seamless compatibility with Adobe Commerce 2.4.9 and supported patch releases.
» Reduced risk of integration issues during platform upgrades.
e Continued alignment with Adobe's supported lifecycle and security roadmap.

e Reliable payment and checkout functionality across supported Adobe Commerce
versions.

e Confidence that the integration was validated through compatibility, regression, and
performance testing.
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Adobe Commerce REST: Network Tokens

Products Included: Adobe Commerce REST

Region/Country: Global

Expected Release Date: | September 2026

Internal Feature Number: 214607

Mandate: Does not apply

Description

This release will add support for Network Tokens in the Adobe Commerce tokenization settings.

Merchants can enable or disable Network Token support directly from the Adobe Commerce
configuration screen. When enabled, the integration automatically subscribes to Visa
Acceptance lifecycle updates, enabling tokenized payment details to stay current when card
information changes.

When updated card details are received through lifecycle notifications, the integration
automatically updates the card information displayed to customers, helping ensure a seamless
payment experience.

Merchant Impact

Merchants can enable or disable Network Token support through a configuration setting.

Lifecycle update subscriptions are automatically managed based on merchant
preferences.

Customers will see updated card information when eligible card details change.

No changes are required for existing checkout experiences.

A new Network Token toggle is added to the Adobe Commerce tokenization configuration
screen.

Benefits

This enhancement provides these benefits:

Improved authorization and approval rates through up-to-date payment credentials.

Fewer declined transactions caused by expired or replaced cards.

Better customer experience with automatically updated payment details.

Reduced operational effort by automating token lifecycle management.

Enhanced security through Visa-supported Network Token technology.
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Adobe Commerce SOAP Build: Response MLE

Products Included: Adobe Commerce SOAP Build

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 181563

Mandate: Does not apply

Description

Our platform already supports MLE for incoming transaction requests from ISV integrations.
This new capability will extend that same protection to incoming transaction responses,
providing merchants with end-to-end encryption across the full transaction flow.

The solution uses strong industry-standard encryption protocols to provide a high level
of protection for sensitive payment data as it moves between our platform and merchant
environments:

e RSA-OAEP-256 for secure key exchange
¢ AES-GCM 256-bit for payload encryption

With this enhancement, merchants will securely receive and decrypt transaction responses
using their own Response MLE certificate in their back-office systems. This update helps ensure
that transaction data stays private, protected, and unchanged from the moment it is sent to the
moment it is received.

Merchant Impact
To use this feature, merchants must complete these prerequisite tasks:

« Install a version of their ISV integration that supports Response MLE.

¢ Upload and manage a Response MLE certificate within their Visa Acceptance Solutions
configuration.
e Configure their system to decrypt and display the encrypted transaction response data.

Merchants can continue using their current configuration and adopt MLE later.
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Benefits

With this enhancement, merchants gain these benefits:

e Asecure place in the back office to store their Response MLE certificate.

e Automatic encryption of all response messages using the merchant’s public key.
e The ability to decrypt transaction details using their private key.

 Full compatibility with existing MLE request-side encryption.

e Support for industry-standard JOSE JWE/JWS structures.

e Stronger security that prevents unauthorized access, interception, or alteration of
transaction details.

e Compliance readiness that meets Visa's upcoming 2026 encryption mandate for
[SV-integrated merchants.

e Accurate and trusted data that ensures that the response information displayed in
back-office systems or to customers is authentic and verified.

e Future proofing so that early adopters avoid the rush and potential disruption when the
requirement becomes mandatory.

This enhancement gives merchants a stronger, future-ready security foundation and ensures
that they are fully aligned with Visa’s 2026 requirements while maintaining a smooth, trusted
payment experience for their customers.
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Commercetools: Response MLE

Products Included: Commercetools

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 214203

Mandate: Does not apply

Description

Our platform already supports MLE for incoming transaction requests from ISV integrations.
This new capability will extend that same protection to outgoing transaction responses,
providing merchants with end-to-end encryption across the full transaction flow.

The solution uses strong industry-standard encryption protocols to provide a high level
of protection for sensitive payment data as it moves between our platform and merchant
environments.

e RSA-OAEP-256 for secure key exchange
¢ AES-GCM 256-bit for payload encryption

With this enhancement, merchants will securely receive and decrypt transaction responses
using their own Response MLE certificate in their back-office systems. This update helps ensure
transaction data stays private, protected, and unchanged from the moment it is sent to the
moment it is received.

Merchant Impact

To use this feature, merchants must complete these prerequisite tasks:

« Install the latest version of the ISV integration that supports Response MLE.
e Upload their REST API Response MLE certificate in the back office.

e Configure their system to decrypt and display the encrypted transaction response data.

Merchants can continue using their current REST key and shared secret and adopt MLE later.
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Benefits

With this enhancement, merchants will gain these benefits:

e Asecure place in the back office to store their Response MLE certificate.

e Automatic encryption of all response messages using the merchant public key.
e The ability to decrypt transaction details using their private key.

 Full compatibility with existing MLE request-side encryption.

e Support for industry-standard JOSE JWE/JWS structures.

e Stronger security that prevents unauthorized access, interception, or alteration of
transaction details.

e Compliance readiness that meets Visa's upcoming 2026 encryption mandate for
[SV-integrated merchants.

e Accurate and trusted data that ensures that the response information displayed in
back-office systems or to customers is authentic and verified.

e Future proofing so that early adopters avoid the rush and potential disruption when the
requirement becomes mandatory.

This enhancement gives merchants a stronger, future-ready security foundation and ensures
that they are fully aligned with Visa’s 2026 requirements while maintaining a smooth, trusted
payment experience for their customers.
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Commercetools: Unified Checkout

Products Included: Commercetools

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 208696

Mandate: Does not apply

Description

The Adobe Commerce (REST) integration now uses Unified Checkout v1 as the default
checkout experience. This enhancement standardizes payment processing across Visa
Acceptance Solutions integrations and simplifies the adoption of advanced capabilities such
as fraud management, tokenization, network tokens, saved payment methods, and express
checkout.

Merchant Impact

A consistent Visa checkout experience across supported platforms

Simplified enablement of tokenization and fraud management capabilities

Reduced integration complexity and maintenance

Improved support for new payment methods and future checkout enhancements

Continued support for saved payment methods and express checkout experiences

Benefits

With this enhancement, merchants gain these benefits:

 Delivers a consistent checkout experience across integrations.

o Simplifies the implementation of fraud management, tokenization, and network token
capabilities.

¢ Reduces payment-processing complexity within the Adobe Commerce plugin.
e Supports saved payment methods and express checkout experiences.
e Improves compatibility with new payment methods and future checkout enhancements.

e Preserves existing order management and back-office workflows while modernizing
payment processing.
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PrestaShop: Response MLE

Products Included: PrestaShop

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 181567

Mandate: Does not apply

Description

Our platform already supports MLE for incoming transaction requests from ISV integrations.
This new capability will extend that same protection to incoming transaction responses,
providing merchants with end-to-end encryption across the full transaction flow.

The solution uses strong industry-standard encryption protocols to provide a high level
of protection for sensitive payment data as it moves between our platform and merchant
environments:

e RSA-OAEP-256 for secure key exchange
¢ AES-GCM 256-bit for payload encryption

With this enhancement, merchants will securely receive and decrypt transaction responses
using their own Response MLE certificate in their back-office systems. This update helps ensure
transaction data stays private, protected, and unchanged from the moment it is sent to the
moment it is received.

Merchant Impact

To use this feature, merchants must complete these prerequisite tasks:

« Install the latest version of the ISV integration that supports Response MLE.
e Upload their REST API Response MLE certificate in the back office.

e Configure their system to decrypt and display the encrypted transaction response data.

Merchants can continue using their current REST key and shared secret and adopt MLE later.
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Benefits

With this enhancement, merchants gain these benefits:

e Asecure place in the back office to store their Response MLE certificate.

e Automatic encryption of all response messages using the merchant public key.
e The ability to decrypt transaction details using their private key.

 Full compatibility with existing MLE request-side encryption.

e Support for industry-standard JOSE JWE/JWS structures.

e Stronger security that prevents unauthorized access, interception, or alteration of
transaction details.

e Compliance readiness that meets Visa's upcoming 2026 encryption mandate for
[SV-integrated merchants.

e Accurate and trusted data that ensures that the response information displayed in
back-office systems or to customers is authentic and verified.

e Future proofing so that early adopters avoid the rush and potential disruption when the
requirement becomes mandatory.

This enhancement provides merchants with a stronger, future-ready security foundation and
ensures that they are fully aligned with Visa’s 2026 requirements while maintaining a smooth,
trusted payment experience for their customers.
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OpenCart: Response MLE

Products Included: OpenCart

Region/Country: AP, CEMEA, EU, LAC, NA

Expected Release Date: | September 2026
Internal Feature Number: 214199

Mandate: Does not apply

Description

Our platform already supports MLE for incoming transaction requests from ISV integrations.
This new capability will extend that same protection to incoming transaction responses,
providing merchants with end-to-end encryption across the full transaction flow.

The solution uses strong industry-standard encryption protocols to provide a high level
of protection for sensitive payment data as it moves between our platform and merchant
environments:

e RSA-OAEP-256 for secure key exchange
¢ AES-GCM 256-bit for payload encryption

With this enhancement, merchants will securely receive and decrypt transaction responses
using their own Response MLE certificate in their back-office systems. This update helps ensure
transaction data stays private, protected, and unchanged from the moment it is sent to the
moment it is received.

Merchant Impact

To use this feature, merchants must complete these prerequisite tasks:

« Install the latest version of the ISV integration that supports Response MLE.
e Upload their REST API Response MLE certificate in the back office.

e Configure their system to decrypt and display the encrypted transaction response data.

Merchants can continue using their current REST key and shared secret and adopt MLE later.
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Benefits

With this enhancement, merchants gain these benefits:

e Asecure place in the back office to store their Response MLE certificate.

e Automatic encryption of all response messages using the merchant public key.
e The ability to decrypt transaction details using their private key.

 Full compatibility with existing MLE request-side encryption.

e Support for industry-standard JOSE JWE/JWS structures.

e Stronger security that prevents unauthorized access, interception, or alteration of
transaction details.

e Compliance readiness that meets Visa's upcoming 2026 encryption mandate for
[SV-integrated merchants.

e Accurate and trusted data that ensures that the response information displayed in
back-office systems or to customers is authentic and verified.

e Future proofing so that early adopters avoid the rush and potential disruption when the
requirement becomes mandatory.

This enhancement gives merchants a stronger, future-ready security foundation and ensures
that they are fully aligned with Visa’s 2026 requirements while maintaining a smooth, trusted
payment experience for their customers.
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Oracle NetSuite: PayPal v2 and Venmo

Products Included: Oracle NetSuite
Region/Country: AP, CEMEA, EU, LAC, NA
Release Date: | September 2026
Internal Feature Number: 209483

Mandate: Does not apply

Description

Merchants using PayPal v2 or Venmo can manage the full payment cycle directly through
the SuiteApp, while merchants currently using PayPal v1 will continue to operate without
disruption. These payment types include capture, refund, and reversal.

Merchant Impact

Merchants can expand payment choice while maintaining a smooth and reliable operational
experience.

 Existing PayPal v1 processing remains unchanged.

e Merchants who adopt PayPal v2 or Venmo have full-payment lifecycle support.

Benefits

This update will provide these benefits:

 In addition to existing PayPal v1 setups, merchants can support PayPal v2 and Venmo.

e Merchants currently using PayPal v1 can continue operating as they do, with no impact to
their existing integration.

e Capture, refund, and authorization reversal actions are handled consistently across
supported PayPal and Venmo payment types.

» Explicit routing reduces the risk of requests being misdirected, helping to avoid
unnecessary payment errors and support escalations.
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Salesforce B2C Commerce REST API Integration:
Meta-Key Support

Products Included: Salesforce B2ZC Commerce REST API Integration
Region/Country: AP, CEMEA, EU, LAC, NA

Expected Release Date: | September 2026
Internal Feature Number: 214710

Mandate: Does not apply

Description

The Salesforce B2C Commerce (REST) API integration will support Meta-Key authentication for
merchants using either a REST shared secret or certificate-based authentication. A new setting
in the core configuration allows merchants to enable or disable Meta-Key usage and determine
how authentication credentials are used when connecting to Visa Acceptance services.

This enhancement helps enterprise merchants simplify authentication management across
account hierarchies while maintaining compatibility with existing integration configurations.

Merchant Impact

A new Meta-Key setting is available to merchants in the core configuration in Salesforce
Business Manager.

With this enhancement, merchants can:

e Enable or disable Meta-Key authentication.

e Use Meta-Keys with either REST shared secret or certificate-based authentication
methods.

e Continue using existing merchant-level authentication settings without any changes if
Meta-Key is not enabled.

No action is required for existing merchants unless they choose to adopt Meta-Key
authentication.
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Benefits

This enhancement will provide:

e Simplified enterprise authentication by supporting Meta-Key configurations across
account hierarchies.

¢ Clearer configuration controls with a dedicated setting for Meta-Key usage.

e Reduced implementation effort for merchants that use shared authentication credentials
across multiple accounts.

e Full backward compatibility, ensuring existing integrations continue to operate without
changes.

e Improved operational visibility through configuration-aware processing and validation of
Meta-Key settings.
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Salesforce B2C REST API Integration: Response MLE

Products Included: Salesforce B2C REST API integration

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 181557

Mandate: Does not apply

Description

Our platform already supports MLE for incoming transaction requests from ISV integrations.
This new capability will extend that same protection to incoming transaction responses,
providing merchants with end-to-end encryption across the full transaction flow.

The solution uses strong industry-standard encryption protocols to provide a high level
of protection for sensitive payment data as it moves between our platform and merchant
environments:

e RSA-OAEP-256 for secure key exchange
¢ AES-GCM 256-bit for payload encryption

With this enhancement, merchants will securely receive and decrypt transaction responses
using their own Response MLE certificate in their back-office systems. This update helps ensure
transaction data stays private, protected, and unchanged from the moment it is sent to the
moment it is received.

Merchant Impact

To use this feature, merchants must complete these prerequisite tasks:

« Install the latest version of the ISV integration that supports Response MLE.
e Upload their REST API Response MLE certificate in the back office.

e Configure their system to decrypt and display the encrypted transaction response data.

Merchants can continue using their current REST key and shared secret and adopt MLE later.
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Benefits

With this enhancement, merchants will gain these benefits:

e Asecure place in the back office to store their Response MLE certificate.

e Automatic encryption of all response messages using the merchant public key.
e The ability to decrypt transaction details using their private key.

 Full compatibility with existing MLE request-side encryption.

e Support for industry-standard JOSE JWE/JWS structures.

e Stronger security that prevents unauthorized access, interception, or alteration of
transaction details.

e Compliance readiness that meets Visa's upcoming 2026 encryption mandate for
[SV-integrated merchants.

e Accurate and trusted data that ensures that the response information displayed in
back-office systems or to customers is authentic and verified.

e Future proofing so that early adopters avoid the rush and potential disruption when the
requirement becomes mandatory.

This enhancement gives merchants a stronger, future-ready security foundation and ensures
that they are fully aligned with Visa’s 2026 requirements while maintaining a smooth, trusted
payment experience for their customers.
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Salesforce B2B/D2C: Response MLE

Products Included: Salesforce B2B/D2C

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 181568

Mandate: Does not apply

Description

Our platform already supports MLE for incoming transaction requests from ISV integrations.
This new capability will extend that same protection to incoming transaction responses,
providing merchants with end-to-end encryption across the full transaction flow.

The solution uses strong industry-standard encryption protocols to provide a high level
of protection for sensitive payment data as it moves between our platform and merchant
environments:

e RSA-OAEP-256 for secure key exchange
¢ AES-GCM 256-bit for payload encryption

With this enhancement, merchants will securely receive and decrypt transaction responses
using their own Response MLE certificate in their back-office systems. This update helps ensure
transaction data stays private, protected, and unchanged from the moment it is sent to the
moment it is received.

Merchant Impact

To use this feature, merchants must complete these prerequisite tasks:

« Install the latest version of the ISV integration that supports Response MLE.
e Upload their REST API Response MLE certificate in the back office.

e Configure their system to decrypt and display the encrypted transaction response data.

Merchants can continue using their current REST key and shared secret and adopt MLE later.
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Benefits

With this enhancement, merchants will gain these benefits:

e Asecure place in the back office to store their Response MLE certificate.

e Automatic encryption of all response messages using the merchant public key.
e The ability to decrypt transaction details using their private key.

 Full compatibility with existing MLE request-side encryption.

e Support for industry-standard JOSE JWE/JWS structures.

e Stronger security that prevents unauthorized access, interception, or alteration of
transaction details.

e Compliance readiness that meets Visa's upcoming 2026 encryption mandate for
[SV-integrated merchants.

e Accurate and trusted data that ensures that the response information displayed in
back-office systems or to customers is authentic and verified.

e Future proofing so that early adopters avoid the rush and potential disruption when the
requirement becomes mandatory.

This enhancement gives merchants a stronger, future-ready security foundation and ensures
that they are fully aligned with Visa’s 2026 requirements while maintaining a smooth, trusted
payment experience for their customers.
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Salesforce Billing: Response MLE

Products Included: Salesforce Billing

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 240027

Mandate: Does not apply

Description

Our platform already supports MLE for incoming transaction requests from ISV integrations.
This new capability will extend that same protection to incoming transaction responses,
providing merchants with end-to-end encryption across the full transaction flow.

The solution uses strong industry-standard encryption protocols to provide a high level
of protection for sensitive payment data as it moves between our platform and merchant
environments:

e RSA-OAEP-256 for secure key exchange
¢ AES-GCM 256-bit for payload encryption

With this enhancement, merchants will securely receive and decrypt transaction responses
using their own Response MLE certificate in their back-office systems. This update helps ensure
transaction data stays private, protected, and unchanged from the moment it is sent to the
moment it is received.

Merchant Impact

To use this feature, merchants must complete these prerequisite tasks:

« Install the latest version of the ISV integration that supports Response MLE.
e Upload their REST API Response MLE certificate in the back office.

e Configure their system to decrypt and display the encrypted transaction response data.

Merchants can continue using their current REST key and shared secret and adopt MLE later.

Cybersource Product Note | Technical Partner Upcoming Features | 90



Benefits

With this enhancement, merchants will gain these benefits:

e Asecure place in the back office to store their Response MLE certificate.

e Automatic encryption of all response messages using the merchant public key.
e The ability to decrypt transaction details using their private key.

 Full compatibility with existing MLE request-side encryption.

e Support for industry-standard JOSE JWE/JWS structures.

e Stronger security that prevents unauthorized access, interception, or alteration of
transaction details.

e Compliance readiness that meets Visa's upcoming 2026 encryption mandate for
[SV-integrated merchants.

e Accurate and trusted data that ensures that the response information displayed in
back-office systems or to customers is authentic and verified.

e Future proofing so that early adopters avoid the rush and potential disruption when the
requirement becomes mandatory.
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Salesforce B2B/D2C: Unified Checkout

Products Included: Salesforce B2B/D2C

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 208700

Mandate: Does not apply

Description

The Salesforce B2C Commerce (REST) integration will use Unified Checkout (UC) v1 as

the default payment experience. Unified Checkout manages payment credential capture,
authorization, payer authentication, fraud screening, and tokenization, providing a consistent
checkout experience across supported payment methods.

The integration will continue to manage order processing and back-office payment operations,
including captures, refunds, reversals, and voids.

Merchant Impact

Merchants can configure Unified Checkout directly within the integration, including:

Embedded or sidebar checkout display.

Optional checkout version selection (latest available 1.x version by default).

Fraud management.

Network tokenization.

Supported express-pay experiences.

Unified Checkout handles device data collection and payer-authentication orchestration,
reducing storefront complexity. Merchants that enable fraud management or tokenization will
also receive webhook-driven updates for fraud reviews, payment events, and network token
lifecycle changes.

Benefits

This enhancement will provide these benefits:

» A consistent checkout experience aligned with Visa Acceptance’s strategic payment
architecture.

e Built-in payer authentication, fraud screening, and tokenization through Unified
Checkout.

e Faster access to new payment capabilities without platform-specific checkout changes.
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e Simplified merchant management through common configuration and webhook patterns
across Visa-built integrations.

e Improved operational resilience through webhook-driven payment, fraud, and token
lifecycle updates.

e Reduced integration complexity by centralizing payment orchestration within Unified
Checkout while preserving existing order management and back-office workflows.
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Salesforce B2C REST: Refund Function

Products Included: Salesforce B2C REST
Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 204804

Mandate: Does not apply

Description

This release will add native refund support to the Salesforce B2C Commerce (SFCC) integration,
enabling merchants to process refunds directly within their SFCC environment.

Merchants can initiate full, partial, and multiple partial refunds against captured payments
without leaving SFCC. The integration uses the Refunds REST API and automatically updates
order records, refund status, and audit history to provide a secure and streamlined refund
process.

Merchant Impact

Merchants can process refunds directly from SFCC.

Full refunds, partial refunds, and multiple partial refunds are supported.

Refund activity remains linked to the original order, improving visibility and
reconciliation.

Refund status and refunded amounts are automatically tracked within SFCC.

All previously supported payment methods remain supported by the integration.

A new Partner Solution ID (PSID) will be assigned for this release.

There are no user interface changes. Merchants can access the functionality programmatically
and can optionally expose it through Salesforce Business Manager.

The integration will populate:

 clientReferencelnformation.applicationName = Sal esf orce B2C Commerce (REST)

» clientReferencelnformation.applicationVersion = Rel ease versi on nunber
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Benefits

This enhancement will provide these benefits:

e Faster and simpler refund processing from a single system.

¢ Reduced manual effort and fewer operational errors.

e Improved customer service through quicker refund handling.

 Better visibility into refund activity and remaining refundable balances.

e Consistent audit trails and order-level reporting for finance and support teams.

 Flexible support for common refund scenarios, including partial refunds and returns.
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Salesforce Core: Core/Lightning Payment App

Products Included: Salesforce Core
Region/Country: Global

Expected Release Date: | September 2026

Internal Feature Number: 208756
Mandate: Does not apply
Description

A unified Salesforce payments application for Salesforce Lightning and Core platforms will be

available. This managed package provides a shared payments foundation and product-specific
adapters that enable payment acceptance across supported Salesforce products using a single
payment solution.

The application uses Unified Checkout v1 as the standard payment experience and follows a
token-first processing model, helping merchants simplify payment acceptance while reducing
PCI scope.

Supported Salesforce products include:

Salesforce Order Management (OMS)
e Commerce on Core (B2B and D2C)

Revenue Cloud and Billing

Sales Cloud and Service Cloud

Supported Industry Clouds

Merchant Impact

Merchants will be able to:

e Use a single payments application across multiple Salesforce products.

e Process payments using a consistent Unified Checkout experience.

e Choose either Authorize or Sale transaction processing.

¢ Accept invoice payments for Revenue Cloud and Billing use cases.

e Support agent-assisted MOTO payments in approved call-center scenarios.

» Reuse the same payment configuration and tokenization capabilities across supported
Salesforce clouds.
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Benefits

With this enhancement, merchants will gain these benefits:

e One payment solution for Salesforce across multiple products and clouds.
¢ A consistent checkout experience powered by Unified Checkout v1.
e Reduced PCI scope through token-first payment processing and hosted payment capture.

e Simplified implementation and management through a shared payments platform and
reusable adapters.

» Faster support for additional Salesforce products through the adapter-based
architecture.

e Consistent payment behavior across commerce, order management, billing, CRM, and
industry-specific use cases.
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Salesforce Order Management: PayPal v2 Support

Products Included: Salesforce Order Management

Region/Country: Global

Expected Release Date: | September 2026

Internal Feature Number: 191058
Mandate: Does not apply
Description

The Salesforce Order Management (SOM) integration will support PayPal v2 and Venmo for
capture and refund processing. The enhancement automatically identifies and processes
supported PayPal and Venmo transaction types without requiring any merchant configuration
changes.

The integration continues to support existing PayPal v1 transactions while extending payment
processing capabilities to newer payment methods used by Salesforce B2C Commerce
merchants.

Merchant Impact

Merchants will be able to process captures and refunds for:

e PayPal vl
e PayPal v2

¢ Venmo

No configuration changes or operational updates are required. Existing PayPal v1 and other
payment processing flows remain unchanged.

Benefits

This enhancement will provide these benefits:

e Expanded payment support by adding capture and refund processing for PayPal v2 and
Venmo.

e Seamless merchant adoption with no changes to existing configurations or workflows.
e Fewer transaction failures for previously unsupported payment methods.
e Improved operational efficiency by reducing manual intervention and troubleshooting.

e Future-ready payment processing that supports the continued adoption of alternative
payment methods.
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Salesforce Order Management: Response MLE

Products Included: Salesforce Order Management

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 181578

Mandate: Does not apply

Description

Our platform already supports MLE for incoming transaction requests from ISV integrations.
This new capability will extend that same protection to incoming transaction responses,
providing merchants with end-to-end encryption across the full transaction flow.

The solution uses strong industry-standard encryption protocols to provide a high level
of protection for sensitive payment data as it moves between our platform and merchant
environments:

e RSA-OAEP-256 for secure key exchange
¢ AES-GCM 256-bit for payload encryption

With this enhancement, merchants will securely receive and decrypt transaction responses
using their own Response MLE certificate in their back-office systems. This update helps ensure
transaction data stays private, protected, and unchanged from the moment it is sent to the
moment it is received.

Merchant Impact

To use this feature, merchants must complete these prerequisite tasks:

« Install the latest version of the ISV integration that supports Response MLE.
e Upload their REST API Response MLE certificate in the back office.

e Configure their system to decrypt and display the encrypted transaction response data.

Merchants can continue using their current REST key and shared secret and adopt MLE later.
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Benefits

With this enhancement, merchants will gain these benefits:

e Asecure place in the back office to store their Response MLE certificate.

e Automatic encryption of all response messages using the merchant public key.
e The ability to decrypt transaction details using their private key.

 Full compatibility with existing MLE request-side encryption.

e Support for industry-standard JOSE JWE/JWS structures.

e Stronger security that prevents unauthorized access, interception, or alteration of
transaction details.

e Compliance readiness that meets Visa's upcoming 2026 encryption mandate for
[SV-integrated merchants.

e Accurate and trusted data that ensures that the response information displayed in
back-office systems or to customers is authentic and verified.

e Future proofing so that early adopters avoid the rush and potential disruption when the
requirement becomes mandatory.

This enhancement gives merchants a stronger, future-ready security foundation and ensures
that they are fully aligned with Visa’s 2026 requirements while maintaining a smooth, trusted
payment experience for their customers.
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SAP Commerce Cloud: MLE and SAP 2211 Support

Products Included: SAP Commerce Cloud
Region/Country: Global

Expected Release Date: | September 2026

Internal Feature Number: 208781
Mandate: Does not apply
Description

The SAP Commerce Cloud integration will support Message-Level Encryption (MLE) for REST
APIs and is updated for SAP Commerce Cloud v2211 compatibility.

MLE enables application-level encryption and decryption of sensitive REST API payloads,
helping protect payment data beyond standard transport-layer security. The enhancement
supports both encrypted requests and encrypted responses, enabling end-to-end protection of
sensitive transaction data.

This release will update the integration for SAP Commerce Cloud v2211, providing support for
the latest framework requirements based on JDK 21 and Spring Framework 6.

Merchant Impact

Merchants will be able to:

Enable Message-Level Encryption for supported REST API transactions.

Configure the certificates, keys, and Key IDs required for request and response
encryption.

Continue using existing non-MLE REST processing where encryption is not required.

Upgrade to SAP Commerce Cloud v2211 while maintaining compatibility with the Visa
Acceptance Solutions integration.

Existing installation and deployment processes will be unchanged.
Benefits
This enhancement will provide:

e Enhanced security through application-level encryption of sensitive REST API payloads.

e Support for response encryption, enabling secure handling of transaction data returned
by the platform.

e Improved compliance readiness for merchants processing sensitive payment
information.
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Simplified certificate management through support for Key ID-based configuration and
certificate rotation.

Reduced upgrade effort for merchants moving to SAP Commerce Cloud v2211.

Continued platform support aligned with SAP's latest JDK 21 and Spring 6 framework
standards.
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SAP DPA: Apple Pay and Google Pay Update in TPA

Products Included: SAP DPA
Region/Country: Global

Expected Release Date: | September 2026

Internal Feature Number: 220240
Mandate: Does not apply
Description

The Salesforce Order Management integration is being enhanced to support Apple Pay and
Google Pay transactions originating from SAP Digital Payments Add-on (DPA). This update
extends payment processing capabilities to support capture and refund operations for these
payment methods when they are submitted as External Payments from SAP.

The integration will automatically identify and process PayPal v1, Apple Pay, and Google Pay
transactions based on the payment-method information received from SAP, eliminating the need
for merchant configuration changes.

Merchant Impact

Merchants using SAP DPA and Salesforce Order Management will be able to:

Process Apple Pay and Google Pay transactions submitted as External Payments.

Perform capture and refund operations for Apple Pay and Google Pay transactions.

Continue using existing PayPal v1 processing without changes.

Benefit from automatic payment-method detection without additional configuration.

Existing payment-processing workflows remain unchanged.
Benefits

This enhancement will provide these benefits:

e Expanded digital wallet support by adding Apple Pay and Google Pay transaction
processing.

e Improved operational efficiency through automated payment-method recognition.
» Reduced transaction failures for merchants using SAP DPA digital wallet payments.
e Seamless merchant adoption with no additional setup or configuration required.

e Improved payment flexibility for merchants supporting a wider range of customer
payment preferences.
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SAP DPA: Multi-Capture Support

Products Included: SAP DPA
Region/Country: Global

Expected Release Date: | September 2026

Internal Feature Number: 159301
Mandate: Does not apply
Description

The SAP Digital Payments Add-on (SAP DPA) integration will support Multi Capture, enabling
merchants to perform multiple captures against a single payment authorization.

This enhancement allows merchants to align payment collection with fulfillment processes
such as partial shipments, back orders, or staged service delivery while continuing to use their
existing SAP payment workflows.

The capability is delivered through the SAP DPA integration and will be certified with SAP prior
to release.

Merchant Impact

Merchants can capture funds in multiple stages against a single authorization without making
any changes to their systems, configurations, or business processes.

SAP continues to manage capture sequencing and processing logic on the merchant's behalf,
providing a seamless experience within existing SAP workflows.

Examples of supported use cases include:

Partial shipments.

Split order fulfillment.

Back ordered items shipped separately.

Phased delivery of goods or services.
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Benefits

This enhancement will provide these benefits:

e Greater operational flexibility by allowing payment captures to align with fulfillment and
delivery schedules.

e No additional implementation effort because the capability is enabled within the SAP
DPA integration and requires no merchant configuration changes.

e Improved cash flow management by enabling payments to be captured as goods or
services are delivered.

e SAP-certified functionality that helps ensure long-term compatibility and support.

e Enhanced payment capabilities that support common enterprise commerce and
fulfillment models.
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SAP DPA: PayPal Version 2

Products Included: SAP DPA
Region/Country: Global

Expected Release Date: | September 2026

Internal Feature Number: 210213
Mandate: Does not apply
Description

The SAP Digital Payments Add-on integration will support PayPal v2 for capture, refund, and
authorization reversal transactions through the Tech Partner Adaptor (TPA) using REST APIs.
The enhancement maintains full compatibility with existing PayPal v1 integrations, while
enabling merchants to process PayPal v2 transaction lifecycle actions through the same SAP
integration.

Merchant Impact

Merchants will be able to use PayPal v2 without disrupting existing PayPal v1 processing. When
SAP submits capture, refund, or authorization reversal requests, the integration automatically
identifies the original PayPal transaction type and routes the request appropriately. No changes
are required for existing PayPal vl implementations. No SAP configuration changes are needed
beyond enabling PayPal v2.

Benefits

This enhancement will provide these benefits:

e Adds support for PayPal v2 capture, refund, and authorization reversal transactions.
e Preserves existing PayPal v1 functionality and behavior.
e Enables a seamless migration path to PayPal v2 for SAP merchants.

e Improves transaction accuracy by ensuring lifecycle operations are processed against the
correct PayPal version.

e Reduces operational risk and processing errors for PayPal transaction management.
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Shopify: Network Token Support Through Token
Management Service (TMS)

Products Included: Shopify
Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 207393

Mandate: Does not apply

Description

The Shopify app will offer optional support for Network Tokens when processing stored-
credential transactions. This enhancement enables the app to use Token Management Service
(TMS) to retrieve or create a tokenized payment credential and use it for authorization
processing, while continuing to operate within Shopify's payment and tokenization model.

Shopify does not allow payment service providers to return or expose network tokens to
merchants, so all token activity remains internal. Merchants continue to receive the same
Shopify checkout and stored-card experience, with no changes to customer-facing workflows.

Merchant Impact

Network Token usage will be available as an opt-in feature and can be enabled for individual
merchants.

When enabled:

The app can retrieve or create a tokenized payment credential using the card information
provided by Shopify.

The tokenized credential is used internally for transaction processing.

No network tokens or token identifiers are returned to Shopify or exposed to the
merchant.

Existing Shopify vaulting and stored-card functionality continue to operate normally.

Merchants may experience a slight increase in transaction processing time due to the additional
token-management service call.

There are no changes to storefronts, checkout flows, or customer saved-card experiences.
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Benefits

This enhancement will provide these benefits:

» Access to network token benefits without changing Shopify's native tokenization model.

e Potential authorization and performance improvements are available through network
token processing.

e No merchant token management requirements, reducing operational complexity.
e Seamless adoption with no storefront, checkout, or integration changes required.

e Automatic fallback protection, ensuring transactions continue to process using PAN-
based authorization if token services are unavailable.
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TPA: Google Cloud Platform (GCP) Deployment for
KSA Project

Products Included: Google Cloud Platform
Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 220227

Mandate: Does not apply

Description

This release will introduce a new deployment of the Tech Partner Adaptor (TPA) within the
Google Cloud Platform (GCP) infrastructure in Saudi Arabia.

The enhancement will enable transactions from SAP DPA, Shopify, and Wix to be processed and
routed within KSA by directing transactions to Payments 2.0 in the local GCP environment. The
KSA deployment uses the same code base and functionality as the existing Global Data Center
(GDC) version, ensuring a consistent processing experience.

Merchant Impact

No changes are required for merchant integrations.

Transaction processing behavior remains unchanged.

Transactions processed through supported KSA endpoints will remain within Saudi
Arabia to support local data residency requirements.

Existing functionality and payment experiences continue operating as expected.

Benefits

This enhancement will provide these benefits:

e Supports Saudi Arabian data residency requirements by keeping transaction data within
KSA.

¢ Delivers the same functionality, performance, and reliability as the existing global
platform.

e Improves regional processing capabilities for SAP DPA, Shopify, and Wix integrations.
e Provides a scalable foundation for future growth and expansion within the KSA market.

e Maintains a consistent merchant experience with no integration or checkout changes
required.
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WooCommerce: Fraud Management Webhook
Notifications

Products Included: WooCommerce

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 119149

Mandate: Does not apply

Description

WooCommerce will use real-time webhook notifications to manage Fraud Management
review decisions instead of periodically checking for updates. The plugin automatically
manages webhook subscriptions based on the existing Fraud Management setting and updates
WooCommerce order statuses when fraud review decisions are received.

Merchant Impact

No action will be required. When Fraud Management is enabled, WooCommerce automatically
subscribes to fraud review notifications. Orders will be updated automatically based on review
outcomes:

e Orders requiring manual review are placed On Hol d.
e Approved reviews allow order processing to continue.

* Rejected reviews automatically cancel the order. For sale transactions, an authorization
reversal or refund is initiated when applicable.

There are no user interface changes or additional configuration requirements.
Benefits

This enhancement will provide these benefits:

Real-time fraud review updates.

Improved order processing accuracy by automatically handling review decisions.

Reduced system overhead by eliminating recurring status checks.

Simplified Fraud Management administration through automatic webhook subscription
management.
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WooCommerce: Response MLE

Products Included: WooCommerce

Region/Country: AP, CEMEA, EU, LAC, NA

Expected Release Date: | September 2026
Internal Feature Number: 214202

Mandate: Does not apply

Description

Our platform already supports MLE for incoming transaction requests from ISV integrations.
This new capability will complete the extension of that same protection to outgoing transaction
responses, providing merchants with end-to-end encryption across the full transaction flow.

The solution uses strong industry-standard encryption protocols to provide a high level
of protection for sensitive payment data as it moves between our platform and merchant
environments:

e RSA-OAEP-256 for secure key exchange
¢ AES-GCM 256-bit for payload encryption

With this enhancement, merchants will securely receive and decrypt transaction responses
using their own Response MLE certificate in their back-office systems. This update helps ensure
transaction data stays private, protected, and unchanged from the moment it is sent to the
moment it is received.

Merchant Impact

To use this feature, merchants must complete these prerequisite tasks:

« Install the latest version of the ISV integration that supports Response MLE.
e Upload their REST API Response MLE certificate in the back office.

e Configure their system to decrypt and display the encrypted transaction response data.

Merchants can continue using their current REST key and shared secret and adopt MLE later.
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Benefits

With this enhancement, merchants will gain these benefits:

e Asecure place in the back office to store their Response MLE certificate.

e Automatic encryption of all response messages using the merchant public key.
e The ability to decrypt transaction details using their private key.

 Full compatibility with existing MLE request-side encryption.

e Support for industry-standard JOSE JWE/JWS structures.

e Stronger security that prevents unauthorized access, interception, or alteration of
transaction details.

e Compliance readiness that meets Visa's upcoming 2026 encryption mandate for
[SV-integrated merchants.

e Accurate and trusted data that ensures that the response information displayed in
back-office systems or to customers is authentic and verified.

e Future proofing so that early adopters avoid the rush and potential disruption when the
requirement becomes mandatory.

This enhancement gives merchants a stronger, future-ready security foundation and ensures
that they are fully aligned with Visa’s 2026 requirements while maintaining a smooth, trusted
payment experience for their customers.
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WooCommerce; Unified Checkout

Products Included: WooCommerce

Region/Country: Global

Expected Release Date: | September 2026
Internal Feature Number: 208406

Mandate: Does not apply

Description

The WooCommerce integration will use Unified Checkout (UC) v1 as the default payment
experience for supported payment methods. Unified Checkout provides a Visa-managed
checkout that handles payment credential capture, payer authentication, fraud screening, and
tokenization through a single, consistent experience.

WooCommerce continues to manage merchant configuration, order processing, and back-office
payment operations, including captures, refunds, voids, and reversals.

Merchant Impact

Merchants will be able to configure Unified Checkout directly within the WooCommerce
integration, including:

e Embedded or sidebar checkout display.
e Tokenization settings.

e Supported payment method options.

Existing WooCommerce order management, reporting, capture, refund, and void workflows
remain unchanged.

Merchants that enable fraud management or tokenization benefit from webhook-driven updates
for fraud reviews, payment events, and network token lifecycle notifications.

Benefits
This enhancement will provide these benefits:
» A consistent checkout experience aligned with Visa's strategic checkout architecture.

e Reduced PCI scope through hosted payment credential capture.

 Built-in payer authentication and fraud screening without additional integration effort.
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 Integrated tokenization support, including network token capabilities, where enabled.
e Faster access to future checkout enhancements through Unified Checkout.

e Simplified payment management by centralizing payment orchestration within a Visa-
managed solution.
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ISV: Dynamic Configuration API Adoption

Products Included: Adobe Commerce (REST), WooCommerce, PrestaShop, Opencart
Expected Release Date: RELEASE PENDING | September 2026

Internal Feature Number: 238805 (Adobe Commerce), 238851 (WooCommerce), 238853
(PrestaShop), 238861 (Opencart)

Mandate: Does not apply
Description

This release introduces a dynamic configuration capability across these ISV extensions.

Each extension can query the merchant's actual Visa Acceptance product entitlements and
automatically enable or disable extension features to match, offering both an Auto Configuration
option and a Manual Configuration option.

Merchant Impact

Merchants installing these extensions no longer need to manually enable or disable each
capability, such as fraud management, tokenization, or webhooks. The extension aligns enabled
features with the merchant's actual product entitlements, and the merchant can review and
adjust the auto-configured settings, re-run auto configuration on demand, and see a warning if
Unified Checkout is not enabled.

Benefit

Reduces configuration errors and time to go live, and accelerates adoption of value-added
services such as fraud management and tokenization across the ISV portfolio.
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ISV: Transaction Response Display Harmonization

Products Included: Oracle NetSuite, Adobe Commerce (REST), Salesforce B2C Commerce
(REST), Salesforce Core, PrestaShop, Opencart, WooCommerce

Expected Release Date: | September 2026

Internal Feature Number: 239770 (Oracle NetSuite), 239779 (Adobe Commerce REST),
239793 (Salesforce B2C Commerce REST), 239795 (Salesforce Core), 239796 (PrestaShop),
239797 (Opencart), 239798 (WooCommerce)

Mandate: Does not apply
Description

This release introduces a harmonized transaction response display across these ISV
integrations. Merchants see a consistent, structured set of transaction response fields in the
order details screen of the back office, and customers see a clear failure message when a
transaction does not succeed, localized to the merchant's configured locale with a fallback to US
English when a translation is not available.

Merchant Impact

Merchants viewing an order's details see the same set of fields, in the same order, across all
supported ISV platforms: request ID, correlation ID, payment type, response, error reason, error
message, and error details (when returned), approval code, payer authentication ECI value,
network transaction ID, and the exact message shown to the customer. This makes it easier

to diagnose a failed transaction without contacting support. Customers see a clear, localized
explanation when a transaction fails.

Benefit

Reduces support burden and time to resolve transaction issues by giving merchants consistent,
structured insight into transaction outcomes, and improves checkout conversion by giving
customers clear, localized guidance when a payment fails.
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ISV: Response MLE Completion and Optional
Enablement Release

Products Included: Adobe Commerce (SOAP and REST), Commercetools, Opencart, Oracle
Commerce, Oracle NetSuite, PrestaShop, Salesforce Billing, Salesforce Order Management,
WooCommerce, Salesforce B2C Commerce (SOAP and REST)

Region/Country: AP, CEMEA, EU, LAC, NA
Expected Release Date: | September 2026

Internal Feature Number: 240040 (Adobe Commerce SOAP), 240041 (Adobe Commerce
REST), 240042 (Commercetools), 240044 (Opencart), 240047 (Oracle Commerce), 240048
(Oracle NetSuite), 240049 (PrestaShop), 240051 (Salesforce Billing), 240052 (Salesforce Order
Management), 240054 (WooCommerce), 240055 (Salesforce B2C Commerce SOAP), 240057
(Salesforce B2C Commerce REST)

Mandate: Does not apply
Description

This release completes and simplifies Response Message Level Encryption (MLE) across these
ISV integrations. Response MLE lets merchants optionally receive encrypted API responses.

This release finishes the regression testing needed for merchants to adopt it with confidence,
and simplifies request-side setup by moving request message authentication to JWT using the
existing REST shared secret key, removing the need to generate and manage a separate P12
certificate for request encryption. A Response MLE certificate is still required for merchants who
choose to encrypt responses.

Merchant Impact

Merchants who want encrypted API responses configure a Response MLE certificate and enable
the option in their ISV extension, without needing to generate or manage a P12 certificate for
request encryption. Merchants who do not choose to enable the option see no change to their
existing integration. Oracle NetSuite's rollout is currently blocked pending a NetSuite-side
cipher enhancement and will follow once that dependency clears.

Benefit

Reduces integration complexity and OpenSSL-based certificate setup for merchants adopting
Response MLE, while preserving backward compatibility for merchants who do not choose to
enable it, supporting a consistent security posture across the ISV portfolio.
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ISV: Unified Checkout v1 (Split Part 2)

Products Included: Salesforce B2C Commerce (REST), PrestaShop, Opencart, Commercetools,
Adobe Commerce (REST), WooCommerce

Region/Country: AP, CEMEA, EU, LAC, NA
Expected Release Date: | September 2026

Internal Feature Number: 247060 (Salesforce B2ZC Commerce REST), 247061 (PrestaShop),
247062 (Opencart), 247063 (Commercetools), 247064 (Adobe Commerce REST), 247065
(WooCommerce)

Mandate: Does not apply
Description

This release adopts Unified Checkout v1 as the default checkout experience across these ISV
integrations. Unified Checkout handles payment credential capture, payer authentication, fraud
screening, and tokenization, while each ISV extension continues to own order management and
back-office operations, including capture, refund, reversal, and void.

Merchant Impact

Merchants configure Unified Checkout credentials once in their ISV extension and choose

how it displays at checkout, either embedded in the page or as a sidebar panel. Existing order
management, capture, refund, reversal, and void workflows continue to work unchanged. Where
a merchant enables fraud screening or tokenization, the extension automatically subscribes to
the required webhook notifications.

Benefit

Gives merchants a single, consistent Visa-managed checkout experience across ISV platforms,
reduces PCI scope through hosted credential capture, and lets merchants adopt new payment
methods and Unified Checkout enhancements without needing a platform-specific extension
release each time.
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Shopify: Boarding Interaction Resilience and Business
Center Redirect Update

Products Included: Shopify

Expected Release Date: RELEASEPENDING | Sentember 2026
Internal Feature Number: 240065

Mandate: Does not apply

Description

This release makes the Shopify merchant boarding journey more resilient and updates its
redirect destination. Today, a merchant selecting Install on the Visa Acceptance app in Shopify
is redirected to the Business Center to confirm the connection. If that flow is interrupted by a
cancellation, a session timeout, or a forced password reset, the merchant is currently stranded
on a Business Center screen that cannot complete boarding. This release updates the redirect
destination from cybersource.com to visaacceptance.com and returns the merchant to Shopify
after an interrupted boarding attempt so they can retry installation.

Merchant Impact

Merchants installing the Visa Acceptance app from Shopify who cancel, time out, or are
prompted to reset their password during boarding are returned to Shopify to restart the
installation, instead of being left on a Business Center page with no way to complete it.

Benefit

Reduces merchant confusion and abandoned installations during the Shopify boarding journey,
and lowers support contacts caused by merchants getting stuck mid-boarding.
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Oracle NetSuite: Paze Back Office Support

Products Included: Oracle NetSuite, Paze

Expected Release Date: RELEASE PENDING | Sentember 2026
Internal Feature Number: 241071

Mandate: Does not apply

Description

This release adds Paze as a supported payment method for back-office operations in the Oracle
NetSuite SuiteApp. A new NetSuite payment method, Paze, is mapped to External Checkout
and processed the same way as the existing Apple Pay, Google Pay, and Click to Pay payment
methods.

Merchant Impact

Merchant operations teams using NetSuite for back-office payment processing can select and
process Paze transactions the same way they already process Apple Pay, Google Pay, and Click to
Pay transactions, with no new front-end checkout experience required.

Benefit

Expands the range of digital payment methods supported in NetSuite back-office operations and
gives merchants payment method parity without requiring a bespoke operational flow for Paze.
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Salesforce Core: Core/Lightning Payment App (Split
Part 2)

Products Included: Salesforce Order Management, Commerce on Core (B2B and D2C), Revenue
Cloud/Billing, Salesforce Industry Clouds

Expected Release Date: | October 2026
Internal Feature Number: 247059

Mandate: Does not apply

Description

This release delivers a single, managed Salesforce Lightning/Core payments application for Visa
Acceptance Solutions. The application combines a shared payments core with product-specific
adapters for Salesforce Order Management, Commerce on Core (B2B and D2C), Revenue Cloud/
Billing, and supported Industry Clouds, using Unified Checkout v1 as the only payment capture
mechanism across all of them.

Merchant Impact

Merchants using multiple Salesforce clouds install one payments application instead of separate
integrations per cloud. They can choose Authorize or Sale transaction behavior, accept invoice
payments in Revenue Cloud/Billing, and let call center agents take Mail Order/Telephone Order
(MOTO) payments with PAN entry only.

Benefit

Reduces PCI scope through token-first, hosted payment capture, gives merchants a consistent
Unified Checkout experience across every Salesforce cloud they use, and lets Visa Acceptance
Solutions add support for new Salesforce clouds through adapters instead of one-off
integrations.
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Oracle NetSuite: Agentic Commerce (Google Gemini)
Google Pay Authorization Support

Products Included: Oracle NetSuite, Google Pay

Expected Release Date: RELEASEPENDING | October 2026
Internal Feature Number: 247108

Mandate: Does not apply

Description

This release supports Oracle NetSuite's initial Agentic Commerce integration with Google
Gemini, where Google Pay is the supported payment instrument. NetSuite initiates the
authorization from a Sales Order, captures the encrypted Google Pay token in a Payment Card
Token record, and submits it through the SuitePayments API for Visa Acceptance to process,
without NetSuite ever decrypting or directly handling the underlying payment token.

Merchant Impact

Merchants using NetSuite can accept purchases initiated through Google Gemini's Agentic
Commerce experience using Google Pay, processed through the same Sales Order and
SuitePayments API flow NetSuite already uses for other transactions.

Benefit

Positions Visa Acceptance as an early enabler of Agentic Commerce within the Oracle NetSuite
ecosystem, giving merchants a path to accept Al-initiated purchases without requiring a new
front-end checkout experience.
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Features Released in July 2026

This section lists the features that were released in the previous month.

Table 2. Features Released in July 2026

Product(s)

Adobe Commerce

Adobe Commerce

Digital Wallets

Invoicing and Pay by Link

Oracle NetSuite

Payments

PrestaShop

Token Management Service

Transaction Management

Transaction Management

Unified Checkout

Feature

Support for Express Pay

Default checkout experience is Unified
Checkout Version 1

Digital wallet transactions processed through
the Rede processor

Email notification enhancements

Updated to support full compatibility with
NetSuite Next

Support for merchant advice codes for the
Cielo3 processor

Default checkout experience is Unified
Checkout Version 1

Extended support for domestic payment
network tokens with JCB

Expands Bank Identification Number (BIN)
display from six to eight digits

Additional search filters to help merchants
identify transactions processed with TPN and
Interac card programs

Template selection support to the Unified
Checkout merchant boarding experience

See the July 2026 Product Note for details about these features.
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Feature
Number

240593
208686

25490

205140
215125

31972

208699

13324

31631

34622

226504


https://ebc2.cybersource.com/content/dam/ebc/docs/cybs/en-us/pdf/prodnote/pn-2026-07.pdf
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